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DEEP FAKES IN ELECTORAL INTEGRITY

~ Tarsaa P.A & Sowmuki P
ABSTRACT
The emergence of deepfake technology poses significant challenges to electoral integrity by
facilitating the creation of misleading audiovisual content that can manipulate public perception
and disrupt democratic processes. This paper examines the nature of deep fakes, their implications
for elections, and potential strategies for mitigating their impact. Through a literature review and
detailed case studies from recent elections, we highlight how deep fakes amplify misinformation,
erode public trust, and raise complex legal and ethical questions. We also investigate targeted
disinformation campaigns that exploit demographic vulnerabilities. In response to these
challenges, we propose a comprehensive framework for policymakers, technology developers, and
civil society, emphasising the need for technological solutions, robust regulatory measures, and
public education initiatives. By proactively addressing the risks posed by deep fakes, stakeholders
can work together to protect democratic processes and preserve the integrity of elections in an
increasingly digital world.
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INTRODUCTION

The rapid advancement of artificial intelligence (AI) has ushered in a new era of digital
manipulation, with deep face technology becoming one of the most worrisome. Deepfakes use
sophisticated machine learning algorithms to create hyper-realistic audio and video content that
can misrepresent individuals, making it increasingly difficult for viewers to tell what's real from

what's made up. As elections around the world increasingly move to digital platforms, the potential
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for deep-seated fraud to undermine trust in electoral processes and distort public perception has
become a pressing concern. Elections are the cornerstone of democratic societies, which rely
heavily on the informed choice of voters and trust in the integrity of the information presented.
However, deep lake tech public awareness, detection Tools. A significant threat to this foundation
by enabling the creation and dissemination of misleading content designed to sway public opinion,
spread misinformation and even incite social discord. The ability to fabricate a candidate's speech
or misrepresent their actions through a convincingly altered video can have profound implications
for election integrity. This article seeks to explore the nature of deepfakes and their implications
for electoral integrity. By examining the interplay between technology, disinformation, and voter
behavior, we aim to identify key challenges posed by deepfakes in democratic contexts. In
addition, we will propose strategies to mitigate these challenges, highlighting the role of
policymakers, technology developers, and civil society in maintaining the integrity of electoral
processes. The following sections delve into deep spoofing technology, its specific implications
for disinformation and public trust, and the legal and ethical issues it presents. Through case
studies, we will illustrate real-life examples of the use of deepfakes in elections, culminating in a
discussion of potential mitigation strategies to protect democracy in an increasingly digital
environment. By understanding the threats posed by deep fakes, stakeholders can take informed
action to protect electoral integrity and ensure that democratic processes remain robust and
transparent in the face of emerging technologies. In the 21st century, technology has transformed
into newer possibilities and ushered in a digitally advanced and technologically driven era. The
advent of artificial intelligence has brought about a seismic shift in various areas of human
existence; however, closer examination reveals a number of latent problems and challenges.
Currently, the increasing flow of deep fakes generated by artificial intelligence during elections
has raised the eyebrows of experts and policy makers. The unlimited flow of deepfakes generated
by artificial intelligence significantly affected the recently held general elections in India and when
viewed in the larger context of "One Nation One Election", the existing challenges and issues

represent a giant leap.

RESEARCH PROBLEM
The emergence of deepfakes in our electoral process is of great concern. Unlike traditional forms

of disinformation, deep fakes undermine our ability to distinguish reality from fiction, we can no
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longer rely solely on interventions or technological solutions to verify information, and the real

problem lies in our diminishing trust in our analysis.

LITERATURE REVIEW

1. HOW ALGORITHMS CREATE AND PREVENT FAKE NEWS: EXPLORING THE
IMPACTS OF SOCIAL MEDIA, DEEP FAKES, GPT-3 AND MORE BY NOAH
GIANSIRACUSA
This book tells us how deep fakes and social media will impact the lives of individuals as well as
the public while technological advancements take place. It also helps us tell what is true and what
is not. It lists the various methods to detect fake content. In the modern world knowledge and
understanding about the various new methods and technology is important to survive in this world
of technological advancement. There remedies and technological solutions in this book which are

useful for the general public'.

2. GENERATION OF THE NEW REALITY: FROM AUTO ENCODERS AND
CORRESPONDING NETWORKS TO DEEPFAKES BY - MICHAEL LANHAM

\

This book starts with basics of deep learning and ensures the understanding of these evolving
technologies which are being used to create our own realities. We will look at many Al techniques
capable of generating new realities. In this book the author lists various Al techniques to generate
different forms of content and the usage of GANs and CGI in movies and many more Al

technologies.?

THE RESEARCH GAP
Proper laws to ban deep fake in India are yet to be made
Current legislation in India regarding cybercrimes caused by the use of deepfakes is not adequate

to fully address this issue

OBJECTIVE OF THE STUDY

' Springer
2 ResearchGate
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This article seeks to analyze the interplay of deep Al-generated forgeries with Election and address
the pressing issues in order to define an appropriate way forward.
Overall, the study focuses on protecting democratic processes from challenges posed by advanced

technologies such as deepfakes.

WHY ARE DEEP FAKES A GROWING THREAT TO ELECTION INTEGRITY?

Privacy and security threats

Due to increased technological changes there is an increased threat to privacy and security.

This has led to increased online threats,bullying and cyber security issues

Disinformation
Disinformation is false information intended to deviate the public from the actual information that
is provided, this might create a major issue for the public for not knowing what is true and what is

not.

Spreading lack of trust among voters
Voters will be easily misled and will have no right information to rely on which will lead to lack

of trust towards the government.

No reliable information or sources
Voters will have no reliable source of information to trust, because voters and the public are easily

misled by the false information and disinformation.

Types of Deep Fakes

Various types of deepfakes are used in election contexts, including:

Deepfakes videos:
These include altering or superimposing a political figure's face or expressions to mislead an

audience.

Audio deep fakes:
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These focus on manipulating or synthesizing speech, creating fictitious sounds of politicians or

leaders making controversial statements.

Deep image spoofing:
These involve creating completely fake images, sometimes combining facial recognition data with

manipulated backgrounds to create misleading photos.

Deepfakes text:
Using natural language processing (NLP), deepfake technology can also be used to generate

misleading articles, speeches or social media posts, creating artificial content that looks authentic.

CHALLENGES IN DEEP FAKES REGULATION

There are a lot of challenges while regulating deep fakes.Creating deep fakes often requires access
to personal photos or videos of the target individual. This can involve a significant invasion of
privacy, as the cyberbully may use private or intimate content without consent. The safeguarding

of data privacy has captured significant attention in recent times.?

Misinformation and disinformation
Deepfakes can be used to spread false narratives, create misleading impressions of candidates, or

fake implications.

Spread of disinformation campaigns

Deepfakes can misrepresent a candidate's words and actions and present them in a misleading
light. For example, during the 2020 US election, deeply fake videos appeared to show candidates
making inflammatory statements. Such content can quickly go viral, leading to widespread
misinformation before it can be effectively debunked. This technology makes it possible to create
entirely fictional scenarios that seem believable. For example, a deeply fake video might show a
candidate engaging in illegal conduct or making derogatory remarks about a demographic. This
may sway undecided voters or reinforce prejudice among supporters. Deepfake technology can be

tailored to create content that resonates with specific voter

3 USF Digital Commons
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segments.By leveraging data analytics, malicious actors can generate targeted deeply false content
that appeals to specific fears or beliefs, increasing the effectiveness of disinformation campaigns.
The viral nature of social media makes it easy for deeply false content to spread quickly. Since
these platforms often prioritize engagement over accuracy, misleading deepfakes can spread much
faster than corrections or factual refutations. The spread of deepfakes can erode public trust in the
media and political institutions. As voters become more skeptical of what they see and hear, the
basic principles of informed voting and democratic participation may be at risk. The ability to
create believable fake content erodes trust in legitimate media sources. As voters become
increasingly skeptical of the authenticity of video and audio evidence, their trust in electoral

processes declines, which can lead to disengagement from democratic participation.

Impact on public perception

With the ability to create highly convincing fake videos, voters may increasingly question the
credibility of news sources and political ads. This skepticism goes beyond deeply fake content and
leads individuals to question the authenticity of all media, including legitimate news. As deeply
false and other forms of manipulated content become more common, the normalization of
misinformation can desensitize the public. People may begin to view all media with suspicion,

reducing the overall quality of discourse and informed decision-making.

Undermining trust in political institutions

When voters are exposed to deep fakes that misrepresent candidates or political events, it can lead
to disillusionment with the electoral system itself. The idea that all candidates can be manipulated
can discourage voter participation and engagement. Deepfakes can exacerbate existing political
divisions by presenting distorted views of opposing candidates. This can reinforce partisan bias
and lead to a more fragmented political environment where individuals only trust information that

is consistent with their prior beliefs.

Legal challenges
The creation and dissemination of deeply false content that misrepresents individuals — especially

political candidates — can lead to defamation claims. However, the challenge lies in proving intent
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and identifying responsible parties, as anonymous users can spread deep fakes on social media
platforms, complicating the pursuit of legal remedies.

Many countries have introduced laws governing electoral conduct, including campaign finance
and advertising standards. However, these laws often do not explicitly address the use of deep
fakes, leaving loopholes that can be exploited. For example, deceptive advertising regulations may
not adequately cover the unique nature of deep fakes, which seamlessly blend reality and fiction.
The use of a person's likeness in deep fakes raises questions about intellectual property rights.
Celebrities and public figures can seek legal redress against the unauthorized use of their image or
voice, but the application of these laws in the context of deepfakes remains ambiguous and often
contested. The global nature of the Internet complicates the enforcement of laws related to deep
fakes. Content can easily cross borders, leading to jurisdictional issues. What is considered illegal
in one country may not be in another, so international cooperation is necessary but difficult to

achieve.

Ethical challenges

The creation of deep fakes raises critical questions about the balance between preventing
disinformation and protecting freedom of expression. Regulatory measures aimed at curbing the
abuse of deepfakes may inadvertently interfere with legitimate political expression, leading to
potential overreach and censorship. The decentralized nature of digital media complicates
accountability. When deepfakes are used to harm individuals or manipulate election results,
determining who is responsible—whether creators, distributors, or platforms—remains an
unresolved ethical dilemma. The ethical implications of using deepfakes to undermine opponents
or manipulate public opinion raise concerns about erosion. honest political discourse. When a
political campaign resorts to deceptive tactics, it reduces the quality of democracy and undermines
the principle of informed voting. Deep fakes can be particularly harmful when they target
vulnerable demographics, such as young or uninformed voters. The ethical responsibility to protect
these groups from manipulation is critical, highlighting the need for safeguards against exploitative

practices.

Targeted campaign
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Deep space can be a weapon for disinformation campaigns aimed at specific voter demographics.
By exploiting social divisions, such campaigns can increase polarization and manipulate voter

behavior.

Trusted information privacy

Advanced analytics and algorithms allow political operators to segment voters based on a number
of factors, including age, location, political affiliation and online behavior. In-depth content can
be tailored to specific audiences, making it more persuasive and effective. For example, a deep
misrepresentation that portrays a candidate as promising to a particular demographic can seriously
affect the interests and concerns of that group. Jero can use emotional restraint specifically for
demographic groups. For example, a video that blatantly blames a candidate can create anger or
fear in some segments of the electorate, which can lead to heightened emotions that can drive voter

behavior.*

Social media and empowerment

Social media platforms act as catalysts for deep content, facilitating the rapid spread of targeted
misinformation among specific user groups. Algorithms that manage this platform often prioritize
engagement, which means emotional insights or emotionally easier to reach their intended
audience. Deep stream targeting can be more effective in an echo chamber, where users are
primarily exposed to data that is relevant to them. existing belief. This fixation can lead to further

polarization, making it difficult to resist after being pulled into a false narrative.

Law in India
Existing laws, such as the Indian Penal Code of 1860 and the Information Technology Act of 2000,
cover aspects of fake news and digital media ethics, but there are no specific regulations targeting

Al and artificial intelligence technology developers.

Now, social media intermediaries are seeking advice from the Ministry of Electronics and

Information Technology (MeitY) to manage insider fraud.

4 Ministry of Electronics and Technology
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(1) Advice to social media intermediaries to detect misinformation and deep fraud published by
the Union Government on 7 November 2023.
protocol ensures that users of this platform do not post material prohibited by Rule 3(1)(b).
If a violation of these IT regulations is discovered or reported, there will be legal consequences.
Content prohibited by IT regulations, including those covered by regulation 3(1)(b), must be made
available to users.
i) Advice to intermediaries to comply with existing IT regulations issued by MeitY on December
26, 2023.
Ensure that reasonable efforts are made to detect misinformation and fraud within the tour
that due diligence is used to identify information that violates user agreements, rules and
regulations, and other applicable guidelines.
They refrain from posting false information, content or deep fraud to users and
to remove such content as reported within 36 hours of the incident.
As per IT 2021 rules, immediate action is taken and access to content and information should be
blocked.
Confirm that platforms and intermediaries are responsible for detecting and removing deep fraud
and prohibited content; You are warned that failure to do so or neglect of these key responsibilities
may result in suspension. This directive also applies to the intermediary's obligations regarding the
information posted on its platform under regulation 3(1)(b) of the IT Regulation 2021.
To protect users' security under the *IT Act, platforms must ensure that they diligently identify

disinformation, act quickly against offending content and remove reported content within 36 hours.

Information Technology Law

India has laws that expressly or implicitly prohibit insider fraud,

Defamation, identity theft, hate speech, elections, pornography, sexually explicit content, and
copyright (protected content).

Several rules ensure that false information, hate speech, and threats to national security are not

shared, displayed, or distributed on Al platforms.

Information Technology Act

S Information Technology Act, 2000 and IT Rules 2021
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There are laws in India which expressly or implicitly prohibit deep falsehood,

such as defamation, identity theft, hate speech, electoral influence practices, pornography, sexually
explicit content and copyright (protected content).

Some regulations require Al platforms to ensure that misinformation, hate speech, and threats to

national security are not shared, displayed, or disseminated.

IT Act, 2000 and IT Rules, 2021
The IT Act and IT Rules state that social media operators are responsible for prompt removal of
deeply fake videos or photos and failure to do so may result in imprisonment.

up to three years or a fine of Rs.1 million®.

Section 66D: PUNISHMENT FOR CHEATING BY PERSONAL USE OF COMPUTER
RESOURCE -

Whoever, by means of any communication device or computer resource, commits impersonation,
shall be punished with imprisonment for a term which may extend to three years and/or with fine
which may extend to X 1 lakh.

Rule 3(1)(b)(vii): This rule directs social media operators to ensure that users do not host any
content impersonating another person.
Rule 3(2)(b): Requires such content to be removed within 24 hours of receiving a complaint against

it.

Section 66E Punishment for breach of privacy

Whoever, without his consent, willfully or knowingly captures, publishes or transmits an image of
the private space of any person in circumstances prejudicial to that person's privacy, shall be
punished with imprisonment for a term which may extend to three years or with fine which may
extend to two lakh rupees or with both. § 67 Punishment for publication or transmission of obscene

material in electronic form’

1T ACT 2000 AND IT RULES 2021
" Drishti IAS
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The fact-checking unit under the PIB was established under the IT Rules 2021 in November 2019
with the stated objective of acting as a deterrent to the creators and spreaders of fake news and
disinformation.

It also provides an easy way for people to report suspicious and questionable information regarding
the Indian government and victims of deepfakes can file forgery cases under Section 469 IPC (now
replaced by Bharatiya Nyaya Sanhita, 2023). Anyone else who knows that the content is a deepfake
will also be able to file a lawsuit," According to the BNS of 2023, sec 469 is replaced by sec 334
para. 4.

The fact-checking unit under the PIB was set up under the IT 2021 rules in November 2019 with
the stated objective of acting as a deterrent to the creators and spreaders of fake news and
disinformation.

It also provides an easy way for people to report suspicious and questionable information regarding
the Indian government and victims of deepfakes can file forgery cases under Section 469 IPC (now
replaced by Bharatiya Nyaya Sanhita, 2023). Anyone else who knows that the content is a deepfake
will also be able to file a lawsuit," According to the BNS of 2023, sec 469 is replaced by sec 334
para. 4.

INDIAN PENAL CODE 1860

Section 465 (forgery) and other sections that can be invoked in cyber crimes involving deep
forgery include Sections 509 (insulting female modesty), 499 (criminal defamation) and 153
(spreading hatred on public lines). These sections of the IPC can be used to deal with deep fraud

offences.?

Copyright Act 1957
Sanctions are established under Section 51 for various criminal offences, including copyright
infringement. It expressly prohibits using someone else's property without permission, especially

if that person has exclusive rights to it. 1.

8 Indian Penal Code 1860
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Copyright law provides copyright protection to works, including films, music and creative content.
Individuals who infringe copyright by creating deepfakes using copyrighted works without

permission may face legal action under this Act.’

Personal rights

In India, legal precedents have been established to support the legitimate use of deepfake
technology. In one famous case, actor Anil Kapoor sought protection against unauthorized use of
his person through deep-face technology. The Delhi High Court obtained an order to prevent
misuse of Kapoor's name, likeness, voice and other distinguishing features online. This case
showed how the law recognizes the harm that deep fakes cause and the need to protect human
rights and privacy.

In addition, the Indian judiciary has shown a willingness to address the abuse of deep fakes. In a
similar case, actor Amitabh Bachchan was granted relief when his public likeness was used without
permission. These court cases show that the Indian judicial system is increasingly aware of the
dangers posed by deepfake technology and the need to protect people from its misuse.[9]

The use of Deepfake technology in India creates a complicated environment that could be harmful
to social institutions, individual interests and democracy. Although current legal frameworks such
as the Information Technology Act address harmful, deep counterfeiting, enforcement challenges
still remain.

Therefore, more safeguards and strategies to stop the spread of misleading information are needed
to address concerns about public figures and political disinformation. In India, where the digital
landscape is constantly changing, managing the complexities posed by deepfake technology
requires striking a careful balance between legislation and the protection of fundamental

freedoms. '”

INTERNATIONAL LEGISLATION

At least 40 states await the 2024 legislative session. At least 50 laws were passed, including:

e Alabama passed a law that makes a person guilty of the crime of creating a private image

if they knowingly create, record, or alter a private image when the individual depicted did

9Copyright Act 1957
0 Personal Rights
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not consent to the creation, recording, or alteration, and the individual depicted had a
reasonable expectation of privacy.(H 161,172,S 29,)

e (alifornia has passed legislation that allows individuals to report digital identity theft on a
social media platform and requires the social media platform to permanently block the
posting of reported digital identity theft on the social media platform.(A
1836,1831,1856,1873)

e Florida requires certain political advertisements, campaign communications or other
miscellaneous advertisements to contain specific disclaimers and provide for criminal and
civil penalties.(H 919,1459)

e lowa passed a law regarding the sexual exploitation of minors by creating, editing, or
modifying a visual representation to make it appear that an identifiable minor is engaged
in a prohibited sexual act or the simulation of a prohibited sexual act.(H 2049,2241,S 2136)

e Louisiana passed a law that makes it a crime to illegally distribute or sell Al-generated
images of another individual.(S 6,488)

e South Dakota provided that a person is guilty of possession of child pornography if that
person knowingly possesses any visual representation of a minor engaging in a prohibited
sexual act or simulation of a prohibited sexual act or any computer-generated child
pornography.(S 25,79,109)

e Tennessee replaced the Privacy Act with the Security of Likeness, Voice, and Image Act
0f 2024 to ensure that every individual has a proprietary right to use that individual's name,
photograph, voice, or likeness in any medium in any way.(S 2431,2460)

e Utah amended the definition of counterfeit intimate image to include generated images.(H

148,238,329)!!

COUNTRIES THAT HAVE TAKEN PROACTIVE STEPS TO REDUCE THE USE OF

DEEP TRAPS
e The UK government plans to introduce national guidelines for the Al industry assessing
the implementation of legislation that would require clear labeling of Al-generated photos

and videos.

NCSL
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e The European Union has enforced the Digital Services Act, which obliges social media
platforms to comply with labeling obligations, increases transparency and helps users
determine the authenticity of media.

e South Korea has passed a law banning the distribution of copycats that could harm the
public interest, with offenders facing up to five years in prison or fines of up to 50 million
won (approximately US$43,000).

e In January 2023, China, the Cyberspace Administration of China and the Ministry of
Industry and Information Technology and the Ministry of Public Security emphasized that
deep fakes must be clearly marked to avoid public confusion.

e The United States has advocated for the Department of Homeland Security (DHS) to create
a task force to address digital content counterfeiting, also known as "deep counterfeiting."

Many states have enacted their own legislation to combat deep counterfeiting.'?

CASE STUDIES

Closer to home, Bollywood actor Anil Kapoor filed the lawsuit after discovering that Al was
creating deeply fake content using the actor's likeness and voice to create GIFs, emoticons,
ringtones and even sexually explicit content. In this lawsuit, Anil Kapoor Vs. Simply Life India
and Ors. The Delhi High Court has granted protection to actors, individual personalities and
personal attributes from misuse, specifically through artificial intelligence tools to create deep
fakes. The court issued an ex-parte injunction that effectively prevented sixteen (16) entities from
using the actor's name, likeness, image and using technological tools such as artificial intelligence
for financial gain or commercial purposes.

On the same lines, the legendary actor Mr. Amitabh Bachchan in the case of Amitabh Bachchan
Vs. Rajat Negi and Ors.an ad interim in rem injunction was granted against the unauthorized use
of his personality rights and personal attributes such as voice, name, image, likeness for

commercial use'>.

THE SLOVAK CASE

12 Carnegie Endowment for International Peace
3 Livelaw
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The victory of Robert Fico in the Slovak parliamentary elections in 2023 has thrown this small
Central European country into the center of the world's attention. Fico's campaign promises to
oppose sanctions against Russia and end military support for Ukraine were notable enough, but
the potential impact of the deep fake really captured global attention.

Two days before the election, a fake audio clip surfaced that allegedly shows Fico's main rival,
pro-European candidate Michal Sime¢ka, discussing election fraud with a prominent journalist.
Although both were quick to deny its authenticity, the clip went viral and its impact was heightened
by its timing just before an election during Slovakia's election "silence period" — a holdover from
an era of legacy media that prohibits media discussion of election-related developments. Sime&ek's
loss, despite leading in the polls, fueled speculation that the election was "the first to be marred by

deep fraud" (Conardi, 2023).

The "Slovak case" is now widely seen as "the dawn of a new era of disinformation" (Zuidijk, 2023)
and a "test case" (Maeker, 2023) of how democratic processes are vulnerable to Al-driven
interference. Platformer's Casey Newton predicted, "[w]hat happened in Slovakia is likely to
happen soon in many other countries around the world" (2024), while others warned of irreversible
consequences: "[t]he deep fake genie is from bottles” (Conardi, 2023).

The high stakes require detailed analysis, but prevailing interpretations fall short. Several
observers cited the Slovak case as evidence that images can no longer be trusted as evidence
(Harford, 2024), overlooking the historically strained relationship between truth and the media
(Paris & Donovan, 2019). Moreover, attributing Fico's victory to a deep fake downplays the critical
factors in Slovakia (discussed below) that set the stage for his pro-Putin message.

This is not to underestimate the impact of generative artificial intelligence on disinformation.
Critics of the initial moral panic surrounding fake news may have gone too far in the other
direction, suggesting that the limited-effects paradigm still holds despite technological change
(e.g., Garrett, 2019). This paradigm has been rightly criticized for defining effects so narrowly that
results appear marginal (Graves, 2021). Here, knowing that exaggerating disinformation threats is
as dangerous as understating them (Belogolova et al., 2024), we limit ourselves to identifying the
challenging questions raised by the Slovak case that need to be answered before the implications

of deeply falsified matters can be properly understood.'*

14 MKS Misinformation Review



THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 3, ISSUE 8, MAY - 2026

PIL filed in Delhi High Court against use of deeply fake technology in political campaign for Lok

Sabha elections

The petition also sought directions to social media intermediaries including Google, Meta and X
to remove and block Deepfake content/relating to political candidates/representatives/leaders
and/or public figures until the results are announced on June 4, 2024.

Indian political parties are not the first in the world to take advantage of recent developments in
artificial intelligence. Just across the border in Pakistan, it allowed jailed politician Imran Khan to
address a rally.

And in India itself, Prime Minister Narendra Modi has also already harnessed the best of emerging
technology for effective campaigning — addressing audiences in Hindi, which was then translated
into Tamil in real-time using Bhashini, a government-built artificial intelligence tool.

But it can also be used to manipulate words and messages.

Last month, two viral videos showed Bollywood stars Ranveer Singh and Aamir Khan
campaigning for the opposition Congress party. They both filed police complaints that it was a
deepfake, created without their consent.

Then on April 29, Prime Minister Modi expressed concern that artificial intelligence was being
used to distort speeches by senior officials of the ruling party, including himself.

The following day, police arrested two people, one each from the opposition Aam Aadmi Party
(AAP) and the Congress party, in connection with the edited video of Home Minister Amit Shah.
Mr Modi's Bharatiya Janata Party (BJP) has also faced similar allegations from opposition leaders

in the country.'®

RECOMMENDATION
e Increasing public awareness of deepfake technology and its potential impacts may allow
voters to critically evaluate the information they consume. Education initiatives should
focus on recognizing manipulated content and understanding the broader context of
disinformation.
e Investing in deepfake detection technologies can help media organizations and platforms

identify and flag manipulated content.

'S THE HINDU
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e C(Collaboration between technology companies and researchers is essential for the
development of effective detection tools.

e C(Creating a legal framework to address the creation and distribution of malicious deepfakes
is essential. Governments can enact laws that penalize the use of deepfakes in an electoral
context, thereby promoting the accountability of creators and distributors.

e Amendments to be made in Sec 66D and 66E as per related issues regarding deepfakes and

deepfakes in electoral integrity

CONCLUSION

Deep Fakes represent a significant and evolving threat to electoral integrity, with the potential to
distort public perception, undermine trust in democratic institutions, and manipulate the political
landscape. As we have explored, the technological sophistication of deepfakes can create
compelling but false stories that can mislead voters and disrupt election processes. This challenge
is compounded by the rapid proliferation of social media and digital platforms, where such content

can spread quickly and widely before being exposed.

A multi-pronged approach is necessary to ensure the integrity of elections in the face of this threat.
Technological solutions such as advanced detection tools must be developed and integrated into
platforms to quickly identify deep fakes. In addition, policymakers need to establish clear
regulations that will address the ethical implications of using fake news in a political context while

ensuring that freedom of expression is preserved.

Public awareness and education are equally important. By promoting media literacy and critical
thinking skills among voters, we can empower individuals to navigate the complexities of
information in the digital age. Collaboration between technology developers, government
agencies, civil society and the media will be key to addressing the multiple challenges posed by

deep fakes.

Ultimately, protecting electoral integrity in the age of deep fakes is not only about fighting against

technological manipulation, but also about strengthening the basic principles of democracy. By
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remaining vigilant and proactive, we can work towards a political environment where informed

decision-making prevails and the integrity of elections is preserved.

LINKS

o Detecting DeepFake Videos Using Facial Distortion Artifact Detection” by K. Li et al.
(2018)

e '"DeepFake Detection: A Survey" by Amrith V. Kumar et al. (2020)

e sk"FaceForensics++: Learning to Detect Manipulated Facial Images" by Andreas Rossler
et al. (2019)iske!

e "The Deep Fakes Arms Race: The Battle for Truth" by MIT Technology Review (2020)

e "How Deep Fakes Work" by HowStuffWorks (2019)



