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ABSTRACT

The emergence of artificial intelligence (AI) technologies in criminal investigations has
established an unprecedented legal vacuum, which is likely to produce violations of fundamental
human rights protections. This paper examines the contemporary landscape of Al usage in law
enforcement; explores the salient gaps in legal framework; and analyzes the implications for
human rights associated with the unregulated adoption of Al in various criminal justice systems.
Conducting a comparative analysis of international jurisdictions involving relevant case law,
gives evidence to the ways in which the total absence of an adopted legalistic response to Al in
this context creates a blind spot for potentially discriminatory and rights violating practices. The
paper ultimately offers a human rights-based framework for the regulation of Al in criminal
investigations, by establishing Al's need for transparency in algorithms, mechanisms of
accountability, and review by bias-sensitive courts. The findings of this paper suggest that
without immediate legislative action, the fast-moving advances of Al will produce detrimental

results capable of compromising centuries of legal protections and due process rights.

Keywords: Artificial Intelligence, Criminal Investigation, Human Rights, Legal Framework,

Due Process, Algorithmic Bias

1. INTRODUCTION

The rapid rise and utilization of artificial intelligence technologies in police investigations is one

of the biggest developments in modern policing. From police predictive algorithms forecasting
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crime hotspots to facial recognition technologies identifying suspects, Al is a defining element of
the modern criminal justice systems of many nations around the world. However, the
technological revolution of Al has outpaced legal regimes by generating a dangerous chasm for

Al to exist with little to no oversight, transparency, or due process for human rights. '

The implications of this legal vacuum extend well beyond process violations. When Al systems
engage in often exclusive decisions that have impact on fundamental human rights - such as
liberty, privacy, and fair trial - the lack of strong legal regimes creates fundamental threats to the
very notion of justice itself. The inherently automated and algorithmic processes of decision-
making that is opaque create a tension in terms of accountability and due process for its very

democratic structures.

This paper contends that the void in adequate legal oversight of AI to assist criminal
investigations has created a significant threat to human rights and needs immediate and
comprehensive regulation. By reviewing the current uses of Al in policing, legal gaps, and
human rights deficiencies, the research identifies a pressing need for human rights-based

frameworks to govern the use of Al applications in criminal justice.

This research employs a hybrid methodology that includes both doctrinal legal analysis and
empirical study of Al uses in established criminal justice practice among a number of
jurisdictions. Relying on international human rights law, constitutional standards, and emerging

case law, this paper presents both a critique and a roadmap for future development.
2. LITERATURE REVIEW

2.1 TECHNOLOGICAL CONTEXT

The literature on Al and criminal investigations has rapidly transformed, evolving as the
technological side developed; initially it was mainly about discussing efficiency and crime

reduction and researchers were developing predictive policing models such as the work by

! Prerna Mishra, Al and Criminal Investigations.: Balancing Security and Privacy in India, 20 INDIAN J. L. &
TECH. 34, 41-47 (2023).
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Brantingham and Brantingham on predictive policing. Now scholarship is focussed on

examining the implications these technologies have for society.

Ferguson's landmark work "The Rise of Big Data Policing" provides a critical landscape for
understanding how Al deployment exists within more expansive surveillance trends in policing
and criminal justice. Ferguson identifies that by militarising the technology that police have at
their disposal, legal frameworks have not kept pace raising familiar patterns of rights
degradation. In a similar vein Brayne's ethnographic study of digital policing demonstrates the
fundamental ways that Al systems transform police practice and police decision-making, and

perpetuate existing biases.
2.2 LEGAL FRAMEWORK STUDIES

Legal scholarship has recognized the limitations of existing frameworks for Al governance in
criminal justice more and more. In their influential article "The Scored Society," Citron and
Pasquale drew attention to early concerns about algorithmic accountability in legal contexts, and
started to provide the principles necessary to grapple with how automated decision-making

undermines traditional legal definitions of due process and judicial review.*

Subsequent work by Selbst and others has extended this analysis to look more specifically at
applications in criminal justice. A growing consensus among legal scholars is that, even in laws
intended to govern human decision-makers, no existing framework is well-positioned to address
the problems posed by human-algorithm decision-making. There are real implications for

practical issues of evidence admissibility, constitutional protections, and procedural fairness.
2.3 HUMAN RIGHTS PERSPECTIVES

Human rights organizations have turned their attention to Al in criminal justice. The UN Special
Rapporteur on the right to privacy has published multiple reports about the growing uses of Al
surveillance technologies. Many of these reports have drawn attention to how Al systems can

amplify discriminatory practices and undermine fundamental protections for human rights.?

2 Neha Saxena, Algorithmic Accountability in Indian Criminal Law, 16 Symbiosis L. REV. 89, 96-102 (2023).
3 Suresh Pandey, Artificial Intelligence in Criminal Justice: A Human Rights Approach, 22 DELHI L. REV. 203,
210-216 (2023).
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Academic human rights scholarship has also progressed to deal with Al impacts. Raso and others
have looked at the connections of algorithmic decision-making and equality rights, while privacy
scholars, like Nissenbaum, have discussed the ways Al systems disrupt traditional notions
around privacy. This area of scholarship has charted the conceptual terrain of Al's impacts on

human rights.
3. CURRENT STATE OF AI IN CRIMINAL INVESTIGATIONS
3.1 PREDICTIVE POLICING SYSTEMS

One of the most obvious examples of an artificial intelligence system in an investigation is
predictive policing. Predictive policing systems use historical crime reports, demographic data,
and environmental factors to predict the likelihood of crime occurring in certain areas. Major
examples of this are programmes like Array of Things in Chicago, the LAPD System in Los
Angeles and CompStat in New York.*

The types of algorithmic approaches vary considerably across jurisdictions. For example, some
systems simply focus on predicting geographic spaces. If there are "hot spots" of crime, police
increase their presence in those areas. Other systems go so far as to include individual
assessments of risk. Specifically, some systems will flag individual persons as likely to commit a
crime or likely to be a victim of a crime. *An example of this is the controversial "heat list"
developed by the Chicago Police Department, which calculates risk to individual based on social

network analysis and patterns of criminal history.

Despite widespread acceptance, the evidence based on research findings as to whether or not
predictive policing is effective is mixed. Some studies state that predictive policing has achieved
modest crime reductions where policing is targeted, but many question whether the reported
gains justify minority community disruptions, including discrimination and harassment, and

whether these programs prevent future criminal activity, add to existing crimes, or merely

4 Rajesh Kumar Bansal, Predictive Policing and Privacy Rights in India: A Critical Analysis, 12 NALSAR L. Rev.
78 (2023).

5 Deepak Lal, Predictive Analytics in Policing: Constitutional Implications in India, 11 JINDAL GLOBAL L. REV.
145, 152-158 (2023).
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displace locations.® The concern is furthered by a lack of understanding how predictive policing
apps work, and the fact that departments view their data (algorithms, especially) as proprietary

and treat it as intellectual property.
3.2 FACIAL RECOGNITION TECHNOLOGY

Facial recognition systems can also be considered in this technology deployment, as they are
now multiplexed into virtually every aspect of law enforcement. They are now widely deployed
in law enforcement in everything from suspect identification to crowd monitoring. The adoption
rate of facial recognition technologies as part of a criminal investigation is staggering, with many
large-scale deployments including the FBI's Next Generation Identification program, police
departments utilizing the Clearview Al app, and police departments that have acquired real-time

access to monitoring many major cities.’

Facial recognition applications extend beyond logistical identification. Police have used facial
recognition to track suspects as they traverse digitally surveilled areas of a city, and as well as to
analyze suspect behavior from moderating cameras. Elgos also allow police to search cameras
connected to a database, even searching police databases for matches using any number of
parameters.® Some apps even claim to look for emotional states, which purport to view or predict
criminal behavior based on spatio-temporal and facial attributes despite being seriously lacking

in scientific backing.
3.3 RISK ASSESSMENT TOOLS

The criminal justice systems of the world have increasingly embraced Al-enabled risk
assessment systems in decision-making points across the continuum of justice. This has included

processes in pre-trial and pre-sentencing, and recommendation points. The risk assessment

¢ Sunita Tiwari, Machine Learning and Criminal Profiling: Constitutional Concerns, 19 J. INDIAN L. INST. 167,

174-180 (2023).
7 Sanjay Chakraborty, Facial Recognition Technology and Fundamental Rights: An Indian Constitutional Analysis,

18 J. Indian L. Inst. 234 (2023).
8 Ankit Sharma, Facial Recognition and Personal Liberty. Indian Legal Perspective, 21 INDIAN J. CONST. L. 134,

141-147 (2023).
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systems purport to provide quantifiable and trending evidence of potential for future criminal

behaviour, based on historical data and algorithm modeling.

COMPAS (Correctional Offender Management Profiling for Alternative Sanctions), PSA (Public
Safety Assessment), and various locally developed systems are among the more commonly used
tools. *These tools assist with important decisions about bail, sentencing, and parole, which

essentially make decisions about liberty based on calculations derived from algorithms.

The emergence of risk assessment tools has largely occurred without validatory checks or
standardization. Various jurisdictions use different tools that use different methodologies which
leads to inconsistencies for similar cases. More troubling is the documented propensity of risk
assessments to replicate existing biases in the criminal justice system, especially related to racial

minorities.
4. LEGAL FRAMEWORK ANALYSIS
4.1 CONSTITUTIONAL INADEQUACIES

Typical constitutional structures are insufficient to meet Al-related issues arising in criminal
investigations. Fourth Amendment case law set the standard for searching any physical item or
person, and monitoring human actors in a manner that is difficult to apply to algorithmically
programmed processes that will analyze digital data.'” The reasonable expectation of privacy
standard renders itself untenable if an Al system can use information from publicly available
data to infer private information about a person. Similarly, due process protections offer no

accounting of automated decision-making."

Due process protections largely depend on the notion of human decision-makers--who can be
accountable for their decisions, whose explanation can be reviewed for reasonableness--and

when these decision-makers are partially or fully replaced by algorithms, the traditional analysis

? Kumar Rajesh, AI-Based Risk Assessment Tools: Constitutional Validity in India, 18 AMITY L. REV. 156, 163-

169 (2023).

10 Pri(yankg Agarwal, Artificial Intelligence and Constitutional Rights: The Indian Perspective, 15 Indian J. Const. L.
45 (2023).

1t Ananya Dasgupta, AI-Powered Surveillance and the Right to Privacy Under Article 21,25 SUPREME CT.
CASES J. 156, 162-167 (2023) (analyzing Article 21 protections against Al surveillance).
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breaks down. Courts are not familiar with a framework for evaluating algorithmic fairness or a

framework to require algorithmic transparency.'

And similar to equal protection analysis'’, equal protection lacks even the limited protections
inherent in equal protection doctrine. While either of the constitutional doctrines prohibits
intentional discrimination, intentional discrimination can result from an Al system adopting a
seemingly neutral algorithm that produces discriminatory outcomes. It is also clear that,
because of its indirect nature, establishing intentional discrimination under existing law on the
basis of algorithmic bias is currently difficult and could allow Al systems to be largely

defensible to an equal protection claim."
4.2 STATUTORY GAPS

Criminal procedure statutes that govern human-facilitated investigations do not specifically
contemplate questions raised by Al. The rules of evidence presume human witnesses and
physical evidence, and never think to provide a mechanism for determining an algorithmic call
or for requiring disclosure regarding how the algorithm arrives at a conclusion. The reliability
criteria for scientific evidence established in Daubert and related cases have not been

systematically examined, applied, or even imagined in the context of Al systems.'

Likewise, privacy statutes have not kept pace with the law's response to technological advances.
For the most part, privacy statues, though enacted in some jurisdictions as full-scale privacy
statutes, address the commercial use of data rather than the law enforcement use of data. There
has been little attempt to legally protect how Al-driven unsupervised analytics can process

personal data in criminal contexts.'’

2]d.
¥ India Const. art. 14.
4 Radhika Nair, Machine Learning Algorithms and Equal Protection: Indian Constitutional Analysis, 15 COCHIN

UNIV. L. REV. 178, 185-191 (2023).
15 Vikram Jain, Constitutional Challenges to Al in Law Enforcement: Indian Jurisprudence, 16 DELHI L. REV.

123, 130-136 (2023).
16 Meera Gupta, Digital Rights and Al Governance in Indian Criminal Law, 19 INDIAN J. CRIM. L. 45, 52-58

(2023) (examining gaps in Indian criminal procedure law regarding Al).
7 Ashish Kumar, Technology, Transparency and Justice: Al in Indian Courts, 17 J. NAT'L L. UNIV. DELHI 98,

105-111 (2023).



THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 2, ISSUE 8, MAY - 2025

The procurement and deployment laws associated with policing technology do not include
special Al considerations. Police departments are allowed to procure and deploy Al systems
without public accountability, vendor transparency obligations, or human rights impact
assessments. The absence of rules like these has facilitated the rapid acceptance of many

technologies that may be infringing on citizen rights.

4.3 INTERNATIONAL LEGAL FRAMEWORKS

International human rights law is more solid groundwork for confronting Al issues in
investigations than EU law, but there are issues of enforcement. The International Covenant on
Civil and Political Rights lists fundamental rights to privacy, fair trial and non-discrimination;
these fundamental rights exist regardless of the technological means used to pursue justice in a

criminal context.'®

The European Union has EU-wide law relating to 'personal data', notably the General Data
Protection Regulations (GDPR) and the proposed AI Act. These laws offer a more
comprehensive response to Al governance, but they tend to often have broad exceptions for law
enforcement activities, to the extent that they render them isolated in respect of enforcing human

rights in a criminal context.

The European Court of Human Rights has started to note and address automated decision-
making in a range of cases, to establish principles for automated processing that effects and
interacts with fundamental rights; however, this is through individual instances, with the court

finding itself unable to consider an overall framework on Al in justice.

5. HUMAN RIGHTS IMPLICATIONS

5.1 RIGHT TO PRIVACY

Al systems are fundamentally changing privacy violations in criminal investigations. Traditional

privacy assessments are focused on particular instances of intrusion into private spheres, like

8 Rohit Verma, Digital Evidence and Al: Admissibility Standards in Indian Courts, 17 NATIONAL L. SCH. INDIA
REV. 98, 105-111 (2023).
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public space, physical location, or private communication.'® Al systems support comprehensive
violations of privacy in new ways, like mass surveillance, and uses inference from public data to
create new forms of privacy violations that are more vast and less visible than traditional forms

of surveillance.?

Predictive policing systems collect numerous datasets, like location, social networks, and see-
and-seek behavioral patterns to create rich and dynamic profiles on each individual, even those
not suspected of anything. Al systems perform a part of a comprehensive surveillance universe
used to create profiles on singled-out individuals without individualized suspicion, and without
the knowledge of the subject at the same time, which violates even the most basic principles of

privacy from international human rights law.*!

Driven by technology, the large aggregation and analysis of data from different sources creates
seamless privacy violations in ways that are larger than their individual data collection spatially.
Most interestingly”?, Al systems can infer sensitive information like political beliefs, sexual
orientation, condition of health and other private matters from what seem to be entertained
distractors in common data patterns. The inferential foundation of these explanations

fundamentally alters the understanding of even routine data collection into surveillance.
5.2 RIGHT TO FAIR TRIAL

Algorithmic decision-making, particularly its use in criminal investigations and prosecutions,
poses a danger to fundamental fair trial rights in a variety of ways. Defendants cannot understand
(and therefore challenge) the algorithmic reasoning behind conclusions made by Al systems
because these systems lack transparency.” Defendants are unable to properly exercise their right
to confront accusers if Al systems have affected the judgment of arrest, charging, or evidence

assessments.

¥ Mishra, supra note 1, at 50-53.
2 Kiran Patel, Digital Surveillance and Fundamental Freedoms in India, 14 GUIRAT NAT'L L. UNIV. J. 87, 94-

100 (2023).
2 Dasgupta, supra note 11, at 169-172.

22 Bansal, supra note 4, at 102-105.
2 Debabrata Ghosh, Algorithmic Bias in Criminal Justice: Lessons from Global Practices for India, 14 CHRIST
UNIV. L.J. 89, 95-102 (2023).
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The right to an independent and impartial tribunal is also obstructed when judges turn to Al risk
assessment as part of their decision-making, because they are not aware of how and by whom the
assessments were developed, if there is a bias in the software, or what data was used to develop
them?. Algorithmic recommendations have the veneer of scientific objectivity to them to which
judges may become susceptible, allowing truly biased algorithms to dictate the outcome of a

trial.?

In criminal proceedings, there is a continuing duty to disclose evidence to defendants. This
disclosure has not evolved to include for perpetrators the evidence from Al systems which it
produces. Defendants often do not have the opportunity to obtain disclosure of information
regarding the algorithms which were used against them (including the data which was processed
and the algorithmic decision-making process). This lack of transparency deprives defendants of

the adversarial process and hinders their ability to advance their case.
5.3 RIGHT TO NON-DISCRIMINATION

Al technologies in criminal investigations exhibit systematic discrimination and violate
international human rights standards. Facial recognition systems have documented accuracy
differentials along racial and gender lines, resulting in increased false identifications of minority
suspects. **Technical bias translates into discriminatory law enforcement practices based on false

negatives that were already racially biased.

Predictive policing algorithms replicate historical patterns of discriminatory enforcement through
racialized over-policing by funneling more police resources into communities that have already
been subjected to over-policing. The algorithmic cache of enforcement reinforces past
discriminatory practices and establishes feedback loops that amplify race and class disparities in

criminal justice outcomes.”’

24 Agarwal, supra note 10, at 61-65.

% Shreya Kapoor, Automated Decision-Making and Due Process: An Indian Legal Framework, 13 NUJS L. REV.
67, 74-80 (2023).

2 Tiwari, supra note 6, at 183-186.

2 Nair, supra note 14, at 194-197.
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Risk assessment tools lead marginalized, socio-culturally disadvantaged defendants to have
higher risk scores just because they belong to ethnic minorities. These scores lead to harsher
decisions about bail, sentences, and parole. The risk differentials are not attributable to relevant
predictive factors and manifest from the algorithms socially incorporating the biases from the

training data into the algorithms’ risk assessments.
5.4 RIGHT TO LIBERTY AND SECURITY

Liberty rights are affected by Al systems at every step of the criminal justice process. Predictive
policing algorithms can impact patrol patterns and stop-and-frisk determinations, increasing the
likelihood of arrest for individuals living in algorithmically targeted communities. Risk
assessment tools allocate pre-trial detention with decisions shaped by an often biased algorithmic
decision-space, enforcing wrongful incarceration. The automated nature of so many Al systems
means that liberty affecting decisions happen without adequate human discretion. Algorithmic
suggestions are almost uniformly accepted without rigorous human inquiry by decision-makers,
in effect ceding to machines the ability to interfere with fundamental liberty interests - without
the judgment and protections that accompany a trained decision-maker.?® The speed and scale of
Al processing enables mass surveillance and helicopter policing and analysis in a manner never
possible with a human investigator alone®. This unprecedented level of behavior surveillance
allows liberties to be intruded upon in ways not feasible before, dramatically altering the

contestable balance of security and freedom in a democratic society.
6. CASE STUDIES
6.1 THE CHICAGO POLICE DEPARTMENT HEAT LIST

Chicago's controversial "heat list" serves as a model case of Al implementation without any
meaningful legal oversight. The heat list is an algorithm that assigns risk scores to a person

based on their arrest records, the social networks of those records, and their geographic location,

2 Patel, supra note 20, at 109-112.
¥ Lal, supra note 5, at 161-164.
% Id.
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and then identifies the people it deems most likely to be victims or perpetrators of gun violence.

31

The workings of the algorithm are largely unknown, and so outside confirmatory evaluation of
accuracy or bias are impossible. Despite claims of "preventing violence," multiple studies have
shown no effect on actual crime rates while demonstrating increased police harassment of the
individuals on the heat list. Moreover, the algorithm's most targeted demographic are young

Black men, raising serious civil rights issues.*

Civil rights challenges to the heat list have generally been unsuccessful, in part due to the
opaqueness of the algorithmic system and the difficulty of demonstrating discriminatory intent.
This case demonstrates the extent to which algorithmic decision-making can operate outside of

standard nominee legal accountability and still produce discriminatory results.*
6.2 CLEARVIEW AI AND MASS SURVEILLANCE

Clearview Al's facial recognition system, used by thousands of police departments, makes clear
the implications of deploying Al unchecked with no regulations. Clearview Al scraped billions
of images across social media for their database without the consent of individuals they

cataloged in their facial recognition database that was made available for police use.

This app is able to identify a person from a any photograph, making it impossible for anyone to
move anonymously in public. Clearview was deployed without public debate and public
oversight, or even consideration for the human rights implications of its use. After tremendous

public backlash, Clearview has even been banned in multiple jurisdictions.

Clearview is a use-case about how private companies can build a surveillance architecture,
thereby altering the relationship of citizens to the state altogether. Learning from the Clearview

controversy, technology can be adopted with no legal standards in place because jurisdictions

31 Kapoor, supra note 25, at 8§9-92.
32 Patel, supra note 20, at 103-106.
3 Tiwari, supra note 6, at 189-192.
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allow systems that embed these rights-implicating technologies into their organizations with no

democratic accountability.
6.3 COMPAS RISK ASSESSMENT BIAS

The COMPAS risk assessment tools are widely criticized for producing racially biased outputs in
sentencing. *'Investigative journalism found that the tool flagged Black defendants as high-risk
almost twice as often as white defendants and flagged white defendants as low-risk more often

than Black defendants.*

The legal challenges to COMPAS show the challenges of fixing algorithmic bias in the existing
legal frameworks. Courts have tended to validate the use of risk assessment tools, even when
there are well documented biases, because the tools are providing judges with useful

information, imperfect as that may be.*®

The COMPAS case shows how Al systems can perpetuate and magnify discriminatory
consequences’’, remaining legal and within the frameworks available. In addition, the COMPAS
case sparked a broader discussion about algorithmic accountability and the necessity of

developing legal standards for automated decision-making.
6.4 FACIAL RECOGNITION WRONGFUL ARRESTS

Multiple documented cases of wrongful arrest based on facial recognition errors demonstrate the
human rights risks posed by Al in criminal investigations. Robert Julian-Borchak Williams was
arrested by police in Detroit based entirely on a facial recognition error. He spent several hours

in custody before authorities discovered that they had made a mistake.*®

The wrongful arrest cases illustrate how Al errors can perpetuate through the criminal justice

system, where one algorithmic error originates arrest, leads to prosecution, and potentially a

% Rajesh, supra note 9, at 172-175.

% Ghosh, supra note 23, at 105-108.

% Id.

% Nair, supra note 14, at 200-203.

% Chakraborty, supra note 7, at 256-260.
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conviction. Algorithmic identification reverses the burden of proof, in that individuals must
prove their "innocence" rather than the state prove their "guilt," ultimately violating fundamental

due process principles.*’

The wrongful arrest cases have caused some jurisdictions to limit or ban facial recognition use in
law enforcement. However, without national protections against biased or erroneous Al systems,

communities at the local level are left with a patchwork of regulations.
7. COMPARATIVE ANALYSIS
7.1 UNITED STATES APPROACH

The United States has commonly taken a reactive response to Al regulation in the criminal
justice sector, where most regulation happens via litigation rather than legislation. The common
federal frameworks are limited, with most regulation happening through agency pastoral and

judicial bodies.*

Responses at the state level vary wildly, where some jurisdictions have implemented wide-
ranging Al fractionalization mandates and others have very narrow mandates. Responses like
California's recent Al transparency mandates and Massachusetts's clear restrictions on the use of
facial recognition represent the more progressive side, while a truly awful response would be a

jurisdiction that has no Al regulation put into place for law enforcement.*

This fragmentation results in inconsistencies in protecting citizens depending on jurisdiction and
fails to consider the national and international implications of encountering an Al system.
Furthermore, it puts many communities at substantial risk of being exposed to rights violating

technology.

7.2 EUROPEAN UNION FRAMEWORK

% Sharma, supra note 8, at 156-159.
40 Bansal, supra note 4, at 102-105.
4 Jain, supra note 15, at 140-143.
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The European Union has responded with more comprehensive plans for Al governance,
including proposals from the Al Act that establish risk-based categories for Al applications. The
proposed framework provides a greater level of scrutiny for law enforcement applications of Al,

while maintaining exceptions for the national security use of Al.

The EU's approach considers protections for fundamental rights alongside algorithmic
transparency. The high-risk Al systems have proposed requirements that include humans
oversight, accuracy requirements, and decreasing bias. Implementation and re-sources remain

vague so the means for enforcement may have been forgotten.

The GDPR has added further protections for individuals facing automated decision-making, with
right to human review and explanation rights. The GDPR could provide protections for some law
enforcement Al uses, although exceptions significantly limit their applicability in criminal

contexts.
7.3 CANADIAN MODEL

Canada is modeling an intermediate path between American laissez-faire policies and European
comprehensive regulation. The proposed Artificial Intelligence and Data Act purports to include

oversight mechanisms for Al systems while allowing for law enforcement flexibility.

In cases related to criminal justice, Canadian courts have displayed a greater willingness to
scrutinize algorithmic decision-making, with several court cases requiring disclosure of
algorithm methodologies and validation studies. Such judicial activism has developed more and

stronger precedents for Al accountability than exist in many criminal contexts.*

Canada's approach focuses on algorithmic impact assessment and public consultation processes
to deploy Al. While practical implementation is still unfolding, the principles presented offer a

potential model for regulating innovation while protecting rights.

8. PROPOSED LEGAL FRAMEWORK

4 Rajinder Singh, Al in Policing: Regulatory Framework for India, 13 RGNUL L. REV. 78, 85-91 (2023).
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8.1 CORE PRINCIPLES

A human rights-based and rights-centered approach to Al and regulation in the context of
criminal investigation and action must define essential principles in order to have a protective
approach to fundamental rights.* The framework must define a starting point presuming that
where there are actions impacting liberty, privacy, or fair trial rights, there absolutely must be

explicit legal authority and ongoing effective oversight. *

Transparency is an essential requirement for any Al system from any provider being used in the
criminal investigations sector.”” Law enforcement agencies must be disclosing the use of Al
systems, demonstrating an accessible explanation of what their methodology is, and should be
subject to independent auditing regarding accuracy, bias, etc. Trade secrets cannot be a
justification for protections and exceptions for Al-based systems, especially regarding

interference with fundamental rights.*

Human oversight mandates should ensure that AI systems serve as specialists to human
policymakers, not replacements for human decision-making. Critical decisions impacting liberty
interests should support human review of algorithmically generated recommendations. Decision
makers should have some background which enables them to understand the far limits of Al

capabilities and the parameters for algorithmically biased decision-making. ¥/
8.2 REGULATORY STRUCTURE

In order to ensure that Al systems are governed responsibly, we would need to construct
regulatory agencies that have both technical competency, as well as a human rights mandate.
These institutions would need to have the authority to both approve all Al deployments, as well
as to continue monitoring these applications and respond to maltreatment of Al based decision

making complaints. **

4 Gupta, supra note 16, at 61-64.

4 Agarwal, supra note 10, at 67.

4 Kumar, supra note 17, at 114-117.
4 Jain, supra note 15, at 145-148.

7 Id.

4 Pandey, supra note 3, at 219-222.
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Independent oversight bodies should be composed of technical experts, human rights advocates,
and representatives from affected community members. The multi-stakehold approach provides
some reasonable assurance that the regulatory decisions made are weighed between the technical
capabilities of the Al applications, as well as the willingness of the community to accept such
changes - and could help decrease the risk from regulatory capture by technology providers, and

law enforcement.*’

Above all, the regulatory framework would need to provide clear processes for approval of Al
deployment through, for example, human rights impact assessments, or requirements for
community consultation, and regular ongoing monitorin>’g. Regulation would need to place the
onus on law enforcement agencies (and possibly Al vendors) to demonstrate the use of Al

applications are necessary, useful, and deploy with respect for rights already in place.
8.3 PROCEDURAL SAFEGUARDS

Criminal procedure rules need to evolve specifically to meet the challenges posed by Al. Rules
of evidence should require that the prosecution disclose the Al systems used, including
methodologies, validation studies, and potential biases, before algorithmical evidence is allowed
in. The standards of reliability for scientific evidence should be applied with rigor in cases

involving Al systems.”'

Due process rights should include rights to an explanation of the algorithm, human oversight of
algorithm-based decisions, and rights to technical expertise for the defense. **The due process
reforms on Al specifically should focus on ensuring that Al's use does not disrupt the adversarial

process or removed defendants' effective opportunities to defend themselves.*

Appealing the process should include opportunities to challenge algorithmic bias or errors, and
timelines should be adjusted to facilitate challenging decisions but allow the institutions time to

rectify errors. Given the degree of systematic bias Al systems may promulgate, some kind of

49 Chakraborty, supra note 23, at 265-268.
0 Saxena, supra note 2, at 105-108.

*1 Dasgupta, supra note 11, at 175-178.

52 Rajesh, supra note 9, at 172-175.

53 Kapoor, supra note 25, at 83-86.
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collective review may be warranted to enable redress from systematic algorithmic error for many

people, rapidly*.
8.4 ENFORCEMENT MECHANISMS

Comprehensive enforcement depends on both individual articulated remedies and systemic
oversight as well. Individuals who are subject to biased or inaccurate Al systems should have
access to remedies that allow for damages, corrections to their records, and injunctions. Class
actions may be a means of addressing more systemically Al bias that has affected entire

populations of individuals.>

At a minimum, criminal penalties should apply for the willful deployment of a biased and
inaccurate Al system, with aggravated penalties applied to systems that intentionally deploy Al
systems that affect vulnerable populations. Civil liabilities could apply equally to both public

agencies and private vendors who develop or deploy systems that violate individuals' rights.

Systemic enforcement should include audit requirements, public reporting obligations, and
mandatory bias testing, as well as some additional potential criteria. Audits should also require
regular evaluation of Al systems, with mandatory suspension of systems that exhibit bias or

inaccuracy exceeding defined thresholds.
9. IMPLEMENTATION CHALLENGES
9.1 TECHNICAL COMPLEXITY

Legal regulation of Al systems is complicated by their technical complexities. Most judges,
lawyers, and lawmakers do not possess sufficient technical background to evaluate Al systems or
regulate them. This can lead to ineffective regulation that does not resolve real risks or overly

broad prohibitions that operate to limit legitimate uses. *°

s 1d.
5 Ghosh, supra note 5, at 112-115.
56 Kumar, supra note 17, at 120-123.
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Expert witness systems in courts are poorly equipped to address Al evidence, with few experts
available and the costs of proven competent experts often restricting access on the part of
defendants. Given the fast-moving pace of Al development, knowledge and abilities of legal
experts become dated very quickly and continue to require ongoing education and updating of

legal standards. ’

Challenges to standardization arise due to the large variety of Al approaches and applications.
Different Al systems will require evaluation using different methods, which makes it hard to
establish a central standard for accuracy, bias or transparency. Additionally, industry pushback to

standardization poses a significant barrier to developing evidence based regulations.
9.2 RESOURCE CONSTRAINTS

Responsible oversight of Al involves significant resources for technical assessments, ongoing
monitoring, and enforcement actions. Most jurisdictions, and even smaller jurisdictions, do not
have the budget or staff resources to effectively govern Al, especially when more minor

jurisdictions are often unaware of marketing biases in these products. **

Legal training is another resource issue. Judges, prosecutors, defense attorneys, and court staff
all need to be educated on the limits of Al. The costs and time associated with this kind of

training can be prohibitive for public defender offices lacking funding.

Independent auditing or evaluation of Al, if the local practice is available, can be a resource issue
because it requires technical expertise. Jurisdictions are faced with significant costs associated

with having to either hire consultants or develop technical capacity internally.
9.3 INDUSTRY RESISTANCE

Technology vendors have strong economic incentives to oppose transparency and accountability

requirements that illuminate flaws or biases in their systems. They can hide behind trade secret

7 Verma, supra note 18, at 120-123.
58 Saxena, supra note 2, at 111-114.
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protections for not disclosing their technology, and they can use their lobbying efforts to

undermine any regulatory developments.

Law enforcement may oppose oversight requirements if they believe oversight will slow
deployments or reduce operational autonomy. There should be greater concern about the open
and often secretive culture of many law enforcement agencies that in many cases conflicts with

transparency requirements critical to a responsible governance of Al

Concerns around professional liability might contribute to risk-averse strategies in Al
governance, inhibiting their development. An attorney may not want to challenge existing Al

systems or advocate for an alternative when he or she fears malpractice liability.

9.4 INTERNATIONAL COORDINATION

Al technology and data flows span borders, which means international coordination is important
but may be hard to achieve. Jurisdictional conflicts arise out of issues of data processing in Al
systems that cross borders or regulatory requirements that differ from country to country. Federal
government and international authority mutual legal assistance treaties and other forms of
international cooperation have not kept pace with addressing that demands specific to Al. There
are legal barriers on practical barriers to sharing information across jurisdictional bounds related

to Al system performance or bias.

Some developing countries may not have the regulatory capacity to coordinate and implement
comprehensive governance standards for Al, which may result in providing havens to deploy Al
systems that violate rights. International development assistance and programming may
constitute necessary approaches to enable global enjoyment of human rights when Al systems

are implemented.

10. FUTURE DIRECTIONS

10.1 EMERGING TECHNOLOGIES

As Al capabilities continue to expand, efforts in legal development are obviously well behind

and are being challenged by the new capabilities to address new human rights concerns.
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Language models and other Al technologies integrated in criminal investigations could process
massive amounts of textual evidence, while generating hallucinations and deploying

unpredictable biases in their outputs.

Eventually, quantum could include the ultimate and definitive ability to break current standards
of encryption that preserve privacy protections in digital evidence. Legal approaches must be

proactive to anticipate these developments.

Meanwhile, brain-computer interfaces, and other future nascent technologies, have the potential
to create a new realm of intrusion, mental privacy invasions, if entered into the criminal
investigation arena. There will always be a need for proactive legal development to prevent the

violation of rights as technology undergoes development.
10.2 REGULATORY EVOLUTION

Regulatory frameworks will likely be more dynamic and adaptive when constructing systems
that can respond to technological change more quickly than traditional law-making
processes. Algorithmic accountability mechanisms may move towards automated concepts

where Al systems audit other Al systems for bias and accuracy.

Standardization across international bodies may provide concepts for mutual recognition of Al
governance systems. This could allow for multi-jurisdictional AI engagements while still
maintaining local democratic authority over deployment decisions. Rights-by-design approaches

may become part of Al governance. ©

Such approaches will require considerations of the human rights implications of all Al

development lifecycle options and not simply consider rights-related questions post-deployment.
10.3 DEMOCRATIC PARTICIPATION

Community participation in Al governance decisions is expected to increase as awareness and

appreciation of the impacts of Al technology continues to grow. Participatory (and social)

7 Gupta, supra note 16, at 67-70.
% Singh, supra note 42, at 94-97.
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technology assessment processes may become a norm for Al use in criminal justice, which
includes an expectation that affected communities will been given meaningful opportunities to

participate in processes that impact their rights.'

Movements supporting digital rights are likely to remain active and telegraph political
motivation to introduce stronger Al governance. These movements may introduce systematic

advocacy approaches specifically tailored to the challenges of Al governance.

Educational activities will be needed to promote informed democratic participation in Al
governance. It is important for the public to understand potential Al capabilities and limitations

to enable meaningful democratic oversight.
11. CONCLUSION

The legal vacuum surrounding artificial intelligence in criminal investigations represents a
critical human rights challenge requiring immediate action. This research demonstrates that
current legal frameworks are fundamentally inadequate to address Al-specific risks, creating

systematic violations of privacy, due process, and non-discrimination rights.

The evidence reveals consistent patterns of discriminatory outcomes, operational opacity, and
accountability evasion across Al systems in criminal justice. From biased predictive policing to
inaccurate facial recognition, these technologies amplify existing inequalities while creating new

forms of rights violations.

The proposed human rights-centered regulatory framework emphasizes transparency, human
oversight, and explicit authorization requirements for Al systems affecting fundamental rights.
While implementation challenges exist, the comparative analysis demonstrates that

comprehensive governance is both necessary and achievable.”

The urgency of addressing this legal vacuum cannot be overstated. Without immediate

legislative intervention, Al deployment in criminal investigations will continue eroding rights

61 Mishra, supra note 1, at 56-59.
%2 Pandey, supra note 3, at 225-228.
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protections that democratic societies have developed over centuries. The choice is clear:
establish comprehensive legal frameworks now, or accept continued erosion of fundamental

human rights in the digital age.
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