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YOUR FACE IS NOT JUST YOURS ANYMORE: THE LEGAL GREY 

ZONE OF AI PHOTO SHARING 

Monalisa Mishra
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INTRODUCTION 

The advent of artificial intelligence is spreading like fire in the forest . Models such as 

Gemini and ChatGPT helps in making new forms of image as per the choice of the prompt 

giver and people get their desired image . But they tend to ignore blinded by fun and 

entertainment how lethal is the procedure if repository data is saved. Moreover, it involves 

serious risks to privacy, identity, reputation, dignity and often there isn't  enough legal clarity 

about the issue. People share photos or upload images for fun, but aren't always aware of the 

implications of how these images can be used and misused in training data sets, deepfake 

pornography, morphs,  impersonation, non-consensual sexual content, identity fraud, and so 

on.  

ARTIFICIAL INTELIGENCE 

Artificial intelligence (AI) is technology that allows computers and machines to replicate 

human learning, understanding, problem solving, decision making, creativity and 

autonomy.Devices and applications powered with AI are able to spot and recognize objects. 

They are able to comprehend and react to human texts. They are able to acquire new 

knowledge and experience. They are able to provide recommendations to users and experts in 

details. They are able to do things on their own, without the assistance of a human 

intelligence or intervention 
2
.  

LEGAL LIABILITY 

In the contemporary legal debate on Al, the question of who is supposed to be legally 

accountable in cases involving harm caused by artificial intelligence (AI) systems is central. 

As these systems become capable of acting autonomously, making their own decisions, and 

developing in response to data inputs, our established paradigms of assigning blame and 

responsibility start to crumble Legal liability. be it civil, contractual, or criminal need a clear 

view of who did what, why, and with what intent. Al, through his design, defies every one of 

these dimensions.  

GREY AREAS IN  LEGISLATIVE FRAMEWORK 
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The legal dispute on AI liability in India is in its early stages. Although the Information 

Technology Act, 2000 addresses cyber offenses and the responsibility of the intermediary, it 

does not even mention Al. Indian courts have no case law that addresses Al-related harm. 

Certain preliminary measures have been taken, including the Responsible AI Report by the 

MeitY, and the NITI Aayog Discussion Paper on AI, which recognize that there is an issue, 

but no tangible legal responses have been made. Devoid of law or judicial interpretation, the 

Indian stakeholders developers, consumers, and regulators are caught in the dark. Innovators 

do not know what they are liable to, and the users have no claims in law against any injuries 

sustained by AI. 

The convergence of AI and data privacy is of particular interest in India where digitalization 

is rapidly spreading, and data privacy laws are still being developed. Recently, the country 

passed the Digital Personal Data Protection (DPDP) Act, 2023, that seeks to protect the 

personal data of people living in an increasingly digitalized world. Nevertheless, this law fails 

to adequately respond to the particular issues of AI, including algorithmic discrimination, the 

absence of transparency, and accountability problems when using algorithms to make 

decisions. These lacunae carry strong implications , as the rapid usages of AI  being more 

prominent  in sensitive fields, such as health, finances, and  law enforcement.
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PROTECTIVE LAWS AGAINST AI 

The government is aware of the dangers of deepfakes that are driven by Artificial Intelligence 

(AI), such as fake audio, video, and text. This information may have severe consequences on 

dignity, reputation, and privacy of a person. It also brings up the accountability of platform. 

In a bid to provide an open, safe, trusted and accountable cyberspace to the user base, the 

Government of India has passed the following laws, which discuss several facets of the 

deepfake problem
4
: 

The Information Technology Act, 2000 (“IT Act”)
5
 

 Covers offences like identity theft (section 66C), impersonation (section 66D), privacy 

violations (section 66E), publishing or transmitting obscene or sexually explicit content 

(sections 67, 67A).Provision to issue blocking orders to intermediaries for blocking access to 

specific information/ link (section 69A).Provisions to issue notice to intermediaries for 

removal of information being used to commit unlawful act (section 79) 

Information Technology (Intermediary Guidelines and Digital Media Ethics Code) 

Rules, 2021 (“IT Rules, 2021”)
6
 – Ensuring Platform Accountability: 

  Ministry of Electronics and Information Technology (“MeitY”), after extensive 

consultations with relevant stakeholders, notified the IT Rules, 2021 (amended in 2022 and 

2023) to address emerging harms from misuse of technologies, including AI.   The Rules 
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mandate intermediaries to exercise due diligence and prevent hosting or transmission of 

unlawful content by themselves or their users. 

Digital Personal Data Protection Act, 2023 (“DPDP Act”)
7
– Ensures that personal data is 

processed lawfully by the Data Fiduciaries (including AI companies) with user consent and 

reasonable security safeguards. Deepfakes using personal data without consent can attract 

penalties under this Act. 

Bharatiya Nyaya Sanhita, 2023 (“BNS”)
8
– Section 353 aims to curb the spread of 

misinformation and disinformation by penalizing the act of making false or misleading 

statements, rumours, or reports that can cause public mischief or fear. Organised cybercrimes 

involving deepfake content can also be prosecuted under section 111.These Acts and Rule-

making thereunder, as applicable, remains technology-neutral – as the provisions are 

applicable irrespective of whether the content is AI-generated or not. So, AI-based harms are 

also actionable under current laws. 

India’s cyber legal framework, backed by the IT Act, BNS, and institutions like GAC, CERT-

In, and I4C, is well-equipped to tackle evolving online harms and cyber crimes. 

CONCLUSION 

In view of the analysis of the scope of the Cyber Security in India the above-mentioned laws 

are more than enough, but to think about the future of  AI in India there is a need for specific 

enactment  the legislative body of India,for the purpose of Maintenance of rights of the 

citizens 
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