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ABSTRACT

Web scraping refers to the collection of personal data and publicly available data on social
media platforms for purposes like training, researching and testing products and services. Web
scraping can be both legitimate when working in compliance with data protection safeguards
and unethical when such data is breached for misuse of personal identifiable information. The
paper analyses the web scraping policies of four major social media platforms, X, Meta, Reddit
and LinkedIn to understand the extent of web scraping through third party applications and
advertisers, the amount of data scraped, the purposes it is used for and the duration of such
retention. The practice of web-scraping is prevalent among these intermediaries to further
develop their platforms. These datasets range from private conversations and saved drafts to
browser activities. Further, the paper compares the Data Protection Safeguards of four
countries, India, California, the European Union and the Peoples’ Republic of China to further
study the efficiency of such safeguards in regulating the policies of Social Media Intermediaries
within their jurisdictions. The paper delves into the differences in application of such policies
of'the Big Tech and the provisions regarding right to privacy, erasure and right to be forgotten.
It also provides an insight into the web scraping practices of the social media intermediaries to
train their Artificial Intelligence Platforms through collection and retention of users’ data,
which can be both personal and identifiable. The methodology is empirical analysis of specific
policies in varied jurisdictions. The paper aims to answer whether the Digital Personal Data
Protection Act, 2023 is compatible with international frameworks that address data scraping.
The legitimacy of these practices varies according to different safeguards, and stricter protocols

like the GDPR and CCPA ensure better protection of the user data.
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INTRODUCTION

Data scraping is the use of data publicly available in large scale for purposes such as training
Al models, developing programmes, research and development purposes or unethical purposes
like frauds, misuse and mishandling of such data. Although the term ‘data scraping’ has not
been legally defined, the term has become prominent among privacy analysts, computer
scientists and statutory paradigms in the present age. This data is mined using third party
interactions on major platforms like social media intermediaries, websites, datasets and so on.
Data which is private to an individual is equally public for a social media intermediary and
therefore, the collected data ranges from algorithms, surveys, posts and private conversations.
The question arises when the limit to such scraping is concerned and when consent becomes a
cue for such data scraping. The privacy policies of major social media platforms such as
Facebook, Instagram, X, LinkedIn, and Reddit reflect broadly a similar model of data
collection, enhancing user experience and limited user control. The platforms collect personal
data of users such as their names, e-mail domain names, photos, location, behavioural pattern,
and user-generated content to provide personalized services, enhance user experience and
improve algorithm. The privacy policies of these platforms are strictly tied to anti- scraping
regulations and stringent measure in case of non-compliance. These platforms use paid APIs,
CAPTCHAS, Robots. Txt file, Rate Limiting, blocking unknown bots to preserve the publicly
available data of users.!'Yet, these data scraping policies are often breached by third party
applications, and the personal data of users is compromised at a cautionary scale. Such cases
have surfaced in June 2025 when 4 billion datasets were exposed unethically. These included
chats and personal payment details from users in China.? Further, in June 2021, 7000 million
datasets of LinkedIn users were exposed on dark web.> Such happenings led to the
establishment of data privacy frameworks with strict monitoring protocols and penalties for the
prevention of data breaches related to personal data. However, the statutory safeguards have
become stricter and more efficient at the international jurisdictions, they primarily concern the
data when it is private, sensitive and non-consensual. Laws such as the GDPR, EU Al Act,

Personal Information Protection Law are related to protection of personal data and regulate its

I Nangqin Ying, ‘The Evolving Landscape of Web Scraping on Social Media Platforms’ (D-Lab, 1 March
2025https://dlab.berkeley.edu/news/evolving -landscape-web-scraping-social-media-platforms > last accessed 20
April 2026

2 John Leyden, Dan Swinhoe and Michael Hill, ‘ The 20 Biggest Data Breaches of the 215 Century’ (CSO
Online, 12 June 2025)<https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-21st-
century.html>accessed 20 April 2026

3 Ibid
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processing for ethical and unethical use. However, in India, such statutory regulations are either
obsolete, awaiting implementation or merely directory in nature. The paper is an empirical
analysis of web-scraping and privacy policies of major social media intermediaries operating
cross-borders including India. The paper further analyses the efficiency of tech-privacy specific

statutes of India and other major jurisdictions, the European Union, California and the Peoples

Republic of China.
RESEARCH PROBLEM

The research delves into the data scraping and privacy policies of major social media platforms
that allow the accessibility of personal data of users to third party applications for specific
purposes or research and development of their Artificial Intelligence models and often entering
into licensing agreements. The paper analyses the implications of such policies and the
differences of such implementations in various jurisdictions. Finally, the paper compares the
statutory frameworks of four countries to highlight the drawbacks of safeguards in Indian

cyber-privacy protection.
RESEARCH OBJECTIVES

The objective of the paper is to effectively carve out the efficiency of various statutory
frameworks in preventing data-scraping and the legality of licensing datasets of individuals to
third party applications. The research is aimed at understanding how different jurisdictions
have stepped beyond traditional measures to protect and preserve personal data of its citizens
on platforms that are global, sensitive and highly interlinked with softwares that require scraped

data for developing their platform models.
RESEARCH QUESTIONS

1. Whether social media intermediaries prevent or promote data scraping through their
web-scraping and privacy policies?

2. Whether data-scraping policies operate differently in accordance with jurisdictional
regulations?

3. Whether statutory frameworks in India sufficiently address data scraping in compliance

with extra-jurisdictional norms?

RESEARCH METHODOLOGY
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The research paper provides an insight into the data-scraping models and privacy policies of
major social media intermediaries X, Reddit and Meta to understand their data protection
compliances. The paper further discusses a case study of scraping data for training Al models
backed by such intermediaries. The research compares the data protection laws of major
jurisdictions of the European Union, California, the Peoples’ Republic of China and India. The
paper analyses the efficiency and familiarity of Indian statutory frameworks with the modern-

day data scraping practices of publicly available data.
WEB SCRAPING POLICIES OF THE BIG TECH

Specific observations of three prominent social media intermediaries have been provided as
under with major focus on their web scraping policy, the amount of data collected and the

duration of retention of such data.
I. X

The first platform collects the content of the posted material, the bookmarked content, the
Communities joined, tagged contents, viewing history and other broadcasts. Further, it
scrapes the metadata under Direct Messages including of encrypted designs, the content of
such encrypted conversations; moreover, when concerning log in credentials and
information, the data collected is also associated with browsers that are not used to sign
into the concerned social media platform. The platform uses such collected or scraped data
to generate personalized advertisements, connecting with third party applications and also
to train machine learning models for artificial intelligence models. The information is
further shared for research and development purposes including product testing and other
improvisations. The platform further uses API embedded technology for sharing the data
with third party applications, going so forth as to charge licensing fees for large-scale access
to the data shared on their platform. The platform explicitly states that the information about
the users may be shared, sold or transferred if in case of a merger, asset change or
bankruptcy. The social media platform retains the collected data for different durations for
different purposes as required, ranging from 12 and 13 months to the duration of the activity
of the account till the removal of the content shared. Further, even after removal or deletion
of content from the platform, the copies of the same can be retained on other third-party

applications. Moreover, the privacy policy was updated on January 15, 2026.*

4 X, ‘X Privacy Policy’ (X Privacy Policy, 15 January 2026) <https://x.com/en/privacy>accessed 20 April 2026

4
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II. Reddit

Another public platform that we researched upon practices strict mechanisms to abide by
privacy policies and statutory safeguards specific to the operating jurisdictions and restricts
web-scraping accordingly. It collects data such as username, profile picture, public content
like posted material and its related metadata and also non-public content, private messages
and private chats with other users, information submitted to surveys and analytics and so
on. Also, information is collected from other third-party applications if the platforms are
connected or interrelated, such as web pages or ad technologies. However, the platform
enters into agreements with third parties like researchers and developers for licensing
public content. These agreements help to restrict the amount of data scraped and the use of
such data to comply with statutory regulations, like sharing of sexual content or use the
deleted content. Further, the data shared and scraping is consensual and restricted to a few
moderators only. The concerned platform uses data to manage and abide by the age
verification protocols, restrict content according to age protocols, to monitor inconsistent
activities and for affiliate partners and its subsidiaries. The concerned platform’s policy
states that it shall store the collected information for as long as required for specific
purposes, only in accordance with the applicable law. The privacy policy of the platform

was updated on January 6, 2026.°
III. Meta

Another contemporary social media platform practices an updated privacy policy according
to the age regulations. It collects data such as the family device IDs, camera access and
photos, network connected to the device and whether the app is working in the foreground
in addition to mouse clicks. Further it collects the information about the apps and games
on the device and also the usage of third-party services whether in person or through online
networks. This data is scraped through business tools and integrations that collect data upon
visiting their applications. However, the concerned platform mandates that such data is
rightfully collected and shared. The platform uses data similar to other platforms like the
posted material, accessible pictures, frequency of use. However, it considers some data as

protected such as sexual orientation and political views in accordance with jurisdictional

SReddit, ‘Reddit Privacy Policy’ (Reddit Privacy Policy, 6 January 2026) < https://www.reddit.com/en-
us/policies/privacy-policy> accessed 20 April 2026
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rules. The platform uses the information to test new features and products, conduct research
and surveys, personalize advertisements and detect suspicious activities. The data used with
advertisers is limited to empirical as in the frequency of engagement with their
advertisements, yet, keeps identifiable information from these advertisers. The information
shared with external researchers is privacy protected with goals of advancing scholarship
and innovation. The Al integrations include the data shared with Al platforms by the users
and not more than the same. For effectively training generative Al models, however, the
platform collects data which is publicly available online and any other licensed information
from other partners, which may include private information. A non- user’s data is also
collected for such training purposes through any visual presence in posted material or
content of a platform’s user. The information used includes chats with Al bots and any
deleted information will be retained but not used for future training practices. It also
includes an anti-scraping team however its effectiveness is restricted to the content outside

its privacy policies. The privacy policy was last updated on 16" December, 2025.6

Other intermediaries either have similar policies or lack such policies which makes user data
on them more vulnerable to being scraped and misused. However, these intermediaries through
user agreements or cookies often get a broad unfettered global license to use, sell, store,
process, and share such data within their ecosystem to train their large language models or Al
bots such as Chat GPT, Gemini, Grok and with third party partners for monetization and
commercial usage of the data while users of these platforms retain a nominal control over their
publicly available data. This creates an imbalance between external platform compliance and
internal violation of regulations. These big social media companies follow an opt out model
which allows the users to withdraw their consent to any future data being shared through
privacy settings or account deletion. However, this model is limited in nature because it
operates prospectively, that is, the opt out model does not erase or undo the already stored data
in the database of these social media giants. In contrast, GDPR follows opt in method which is
globally considered to be stricter than opt out method followed by India. The opt in method
makes it compulsory for the organizations to clearly and unambiguously specify to what extent
the consent is being taken of the users. The GDPR model allows the users to withdraw their

consent at any time by using their right to be forgotten as elaborated under art. 17 of the GDPR.

6 Meta, ‘ Meta Privacy Policy’ (Meta Privacy Policy, 16 December 2025)
<https://www.facebook.com/privacy/policy ?subpage=1.subpage.4 -InformationFromPartnersVendors> accessed
20 April 2026
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This makes the GDPR model flexible yet compliant in nature. India’s Digital Personal Data
Protection Act, 2023 attempts to address this gap by recognizing rights such as the right to
erasure under sec 12 of the act, allowing the users to request deletion of their personal data,
though its restricted enforcement and scope still evolving. Thus, while current platform policies
emphasize user control in theory, the limitations of opt out mechanism highlights the need for
stronger, GDPR like regulations to preserve data autonomy of users without overriding their

right to privacy.
WEB SCRAPING FOR TRAINING Al PLATFORMS: A CASE STUDY

Al development at a large scale in India requires Open Data to train the Al platforms operative
in India by companies such as Meta Al, OpenAl, Microsoft, Haptik, Tata Elxsi and more’. The
datasets used for training, evaluating and testing Al can be structured, unstructured, targeted or
large volumes of scraped data.® These large-scale automated web scraping have often infringed
the Copyrighted data, which is violative of and governed under the WIPO and TRIPS
Agreements’ and particularly the Copyright Act, 1957 in India'®. The unstructured and
randomly collected data poses threats to personal data that is shared publicly and is accessible
on social media platforms such as LinkedIn. This data is breached to create datasets required
for training Al systems by Tech giants like Microsoft without validating consent!!. Such open
datasets, once created, continue to utilize the scraped data for training Al models despite the
deletion or removal of content from publicly accessible platforms.'? For the purposes of
training Al platforms, India has established IndiaAl Dataset Platform for Open Data Access,

an archive with non-personal datasets'? similar to the consent token-based data sharing system

7 Mayank Shukla, ‘List of Best Al Companies in India-2026’ (KSOLVES, 14 January 2026)

<https://www.ksolves.com/blog/artificial-intelligence/best-companies-in-india> accessed 20 April 2026

8 Lee Tiedrich, Karine Perset, Sara Fialho Esposito and Audrey Plonk, ‘Intellectual Property Issues in Al Trained

on Scraped Data’ (2025) 33 OECD

<https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/02/intellectual -property-issues-in-

artificial-intelligence-trained-on-scraped-data_a07f010b/d5241a23-en.pdf> accessed 20 April 2026

% ibid

10 Copyright Act 1957

11" Amit Kapoor and Mohammad Saad, ‘The illusion of privacy in India’s Al boom’ (The Economic Times, 8

December, 2025) <https://economictimes.indiatimes.com/news/company/corporate -trends/the-illusion-of-

privacy-in-indias-ai-boom/articleshow/125842310.cms?from=mdr> last accessed 20 April 2026

12 Abdulkareem Alsudais,  Training Vision Al Models with Public Data: Privacy and Availability Concerns’

(2025) 56 Communications of the Association for Information Systems

<https://www.researchgate.net/publication/390453030 Training Vision AI Models with Public Data Privacy
and_Availability_Concerns> accessed 20 April 2026

13 Press Information Bureau, ‘India’s Al Revolution’ ( Press Information Bureau Government of India, 6 March

2025) <https://www.pib.gov.in/PressReleasePage.aspx?PRID=2108810&reg=3&lang=2 >lastaccessed 20 April

2026
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developed by Data Empowerment and Protection Architecture (DEPA)'#. India’s Al
Governance Guidelines acknowledge transparency failures in the use of personal data for
developing Al platforms, in its risk-based assessment and state the Information Technology
Act, 2000 and The Digital Personal Data Protection Act, 2023 as the governing statutes for Al

Systems!>.

In India, personal data is protected through the strict consent-based mechanism for sharing data
with Data Fiduciaries under the Digital Personal Data Protection Act, 2023. The Act enables
the Data Principal or the person to whom the Digital Data is related to, to update, modify and
erase the personal data which was previously permitted to be used by Data Fiduciaries, under
Section 126, The provisions regarding the mandatory removal of personal data being accessed
by Data Fiduciaries after a certain time period is provided under Rule 8 of the Rules of 2025!7
that render the use of scraped data for training models associated with Artificial Intelligence,
unlawful after a certain duration. However, a lacuna is evident regarding the data that is shared
publicly since the use of such data is exempted from the purview of the Act of 2023 and further
the scraping and utilisation of personal data for research and archiving purposes remains
unchecked under the Digital Personal Data Protection Act, 2023 and its corresponding Rules
of 2025. This pertains to the question of legitimacy of scraping data for teaching and priming
the Al platforms particularly the personal data not consented to be used for research purposes

and the personal data digitally shared on publicly accessible platforms in India.
STATUTORY SAFEGUARDS AND INTERVENTIONS
India

The Digital Personal Data Protection Act, 2023 aims to safeguard the digital personal data of
the citizens, referred to as the Data Principal as one to whom the data belongs. This data pertains
to the personal information ranging from texts and images to video-taped data. The 2023

legislation mandates a mechanism for seeking and validating consent of the Data Principal for

14 Press Information Bureau, ‘ Indian Al Governance Guidelines’ (Press Information Bureau Government of
India,)<https://static.pib.gov.in/WriteRead Data/specificdocs/documents/2025/nov/doc2025115685601.pdf >
last accessed 20 April 2026

15 Press Information Bureau, ‘ Indian Al Governance Guidelines’ ( Press Information Bureau Government of
India,)<https://static.pib.gov.in/WriteRead Data/specificdocs/documents/2025/nov/doc2025115685601.pdf>
last accessed 20 April 2026

16 Digital Personal Data Protection Act 2023,s 12

17 Ministry of Electronics and Information Technology, ‘Digital Personal and Data Protection Rules, 2025’
(Ministry of Electronics and Information Technology Government of India 14 November 2025)
<https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-
gDOxUiMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025> last accessed 20 April 2026

8
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processing personal data shared with the Data Fiduciaries under Section 4'®. This guides and
checks the privacy policies of tech companies like Google, Microsoft, Meta and others that
have a wide base of consumers in India. In contradiction, the 2023 Act explicitly exempts a
significant volume of data in Sections 3 and 17 respectively. This excluded data refers to the
information shared freely on publicly accessible platforms in addition to the personal data for
which, the consent mechanism is absent regarding “Research, Archiving or Statistical”

purposes.

With respect to Artificial Intelligence, web crawling or mining personal data for training can
be guised as research or archiving purposes, however, the practice conflicts gravely with the
regulations regarding the use of such personal data particularly with respect to withdrawal of
consent from data sharing and the right to erasure of personal data of the concerned Data
Principal under Section 12'°. The DPDP Act, 2023, mandates strict compliance with explicit,
clear and unambiguous methods of giving consent to the processing of personal data and its

withdrawal under Section 62°.

However, when the digital data is publicly shared willingly or unwillingly by the principal, it
can be accessed and used by Companies for training Artificial Intelligence. This practice
reflects two conflicts, firstly, the absence of consent mechanism of such digital personal data
publicly shared?! leaves a gap in exercising the right of erasure of such data. Artificial
Intelligence models incorporate text and data mining and build upon them. Such practice leaves
little space for previously accessed personal data to be removed from the datasets fed to these
models and this space is further reduced in the absence of an established protocol for consent
withdrawal regarding publicly shared data?’. Secondly, despite the presence of consent
validating mechanism for processing data for strictly informed purpose, the ‘Research,
Archiving and Statistical Use’ provision provides a license to the Fiduciaries to exploit this
personal data for purposes other than consented to, provided that the processing is done in

accordance with such standards as may be prescribed?®. The concerned standards are listed

18 Digital Personal Data Protection Act 2023, s 4

19 Digital Personal Data Protection Act 2023, s 12

20 Digital Personal Data Protection Act 2023, s 6

21 Digital Personal Data Protection Act 2023, s 3

22 Abdulkareem Alsudais, ¢ Training Vision Al Models with Public Data: Privacy and Availability Concerns’

(2025) 56 Communications of the Association for Information Systems

<https://www.researchgate.net/publication/390453030 Training Vision AI Models with Public Data Privacy
and_Availability_Concerns> accessed 20 April 2026

23 Digital Personal Data Protection Act 2023,s 17



https://www.researchgate.net/publication/390453030_Training_Vision_AI_Models_with_Public_Data_Privacy_and_Availability_Concerns
https://www.researchgate.net/publication/390453030_Training_Vision_AI_Models_with_Public_Data_Privacy_and_Availability_Concerns

THE INDIAN JOURNAL FOR RESEARCH IN LAW AND MANAGEMENT, VOL. 3, ISSUE 12, SEPTEMBER - 2026

under the Second Schedule of the Digital Personal Data Protection Rules, 2025. These
standards include the processing of personal data to be practised in a lawful manner, for a
prescribed duration so long as the Fiduciaries exercise reasonable safeguards for the security
of such personal data?*. The Third Schedule of Digital Personal Data Protection Rules, 2025
further mandate the Data Fiduciaries such as e-commerce entity and social media intermediary
that have aregistered user base of at least two crores in India to cease the processing of personal
data after three years of such initiation?®. These provisions indicate the presence of a consent
committed data sharing protocol for the purpose of data processing. However, these
compliances create a distance between the letter and spirit when Data Fiduciaries blatantly
exempt from disclosing the purpose and utilisation of the processed data, time period for storing
such data and further, the information regarding sharing of processed data with third-party

platforms.

Harsh measures and tedious procedure of withdrawing consent from Data Fiduciaries indirectly
restrict the right to erasure of data previously processed. Meta’s guidelines and information
about datasets in training GPT-4?° are becoming increasingly opaque despite its policy of
utilizing data from Instagram to train its Al models?’. Meta provides the opt-out option from
data processing to countries like the EU and the UK only, where Al specific statutes have been
enforced?®. The May 2025 deadline of consent withdrawal from Meta reflects a pattern of
restricting enforcement of the right of erasure of data. Post the deadline, any objection would
only cease further processing, however, would not remove the previously processed data from
its datasets®’. These measures hinder, restrict and violate the statutory provisions including the

right of erasure of personal data*? and the ‘Right to be Forgotten’, flowing from the Doctrine

24 https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-
2eDOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025

25 https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-
2DOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025

26 Tauren Leffer, ¢ Your Personal Information is Probably Being Used to Train Generative Al Models’
Scientific American 19 October2023) https:/www.scientificamerican.com/article/your-personal-information-is-
probably-being-used-to-train-generative-ai-models/ last accessed on 20 April 2026

27 Karthika Rajmohan, Shravani Nag Lanka, ¢ The Opt out conundrum: Analysis of Web Scrapping to train Al
models’ (Internet Freedom Foundation 19 December 2023) https://internetfreedom.in/analysis-of-web-
scrapping/ last accessed on 20 April 2026

28 Karthika Rajmohan, Shravani Nag Lanka, ¢ The Opt out conundrum: Analysis of Web Scrapping to train Al
models’ (Internet Freedom Foundation 19 December 2023) https://internetfreedom.in/analysis-of-web-
scrapping/ last accessed on 20 April 2026

29 Information and Data Protection Commissioner, ¢ Meta to Use Facebook and Instagram Personal Data for Al
training- GDPR rights and considerations (Information and Data Protection Commissioner, 22 April 2025) <
https://idpc.org.mt/news-latest/meta-to-use-facebook-and-instagram-personal-data-for-ai-training-gdpr-rights-
and-considerations/> last accessed 20 April 2026

30 Digital Personal Data Protection Act 2023, s 3
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of Privacy enshrined under Article 213! of the Constitution and interpretations of Justice K.S.
Puttaswamy (Retd.) v. Union of India (2017)*? and Prathamesh Nagesh Patil v. State of
Maharashtra (2024)3, which constitutes the very basis of the Digital Personal Data Protection
Act, 2023. Although the Digital Personal Data Protection Act is not the sole governor of
personal data in India, the Information Technology Act, 2000 is a crucial legislation that states
proper guidelines related to data being accessed online or on any internet platform using any
computer source. Section 43A of the Act of 2000 mandates reasonable practices to secure the
personal data that classifies as sensitive®*. However, IT Act does not cover the personal data
and its regulation as specifically as the DPDP Act is formulated to do. The dilemma that the
Indian Technological and Innovative Diaspora faces is that the IT Act does not protect and
legislate the Digital Personal Data of an individual further than the consent framework and the
DPDP Act does not enforce its two crucially conflicting provisions, Sections 3 and 17 before

14" May, 2027 that are concerned with publicly available data®>.

When the legitimacy of web scraping for training Al models is concerned, India’s Al
Governance Guidelines specify that the Al models’ handling shall be done in strict compliance
with laws, not limited to the IT Act and the DPDP Act, with measures applicable to protect
privacy and publishing mandatory transparency reports informing the posed threats to the
Indian society®®. The guidelines further specify the Data Protection Board as a regulator to
study the risks of Al and the need®’ for any amendments in the existing legislations?8. The Data
Protection Board of India has been established under the enforcement of particular provisions
of the DPDP Act on 14" November 2025. However, the core compliance protocols are still

awaited to be enforced. The scope of the Digital Personal Data Protection Act, 2023 is the

31 SCO Team,  The right to life and personal liberty under Article 21: A timeline’ (Supreme Court Observer, 26
June 2025)<https://www.scobserver.in/journal/the-right-to-life-and-personal-liberty-under-article-21-a-
timeline/> last accessed 20 April 2026

32 SCO Team, ‘Fundamental Right to Privacy’ (Supreme Court Observer)
<https://www.scobserver.in/cases/puttaswamy-v-union-of-india-fundamental-right-to-privacy-case-
background/> last accessed 20 April 2026

33 Anushka, ¢ Legal Recognition of the Right to be Forgotten in India- A case study of Prathamesh Nagesh Patil
v. State of Maharashtra(2024)’ (Lawfullegal, 7 June 2025)<https://lawfullegal.in/legal-recognition-of-the-right-
to-be-forgotten-in-india-a-case-study-of-prathamesh-nagesh-patil-v-state-of-maharashtra-
2024/#:~:text=The%20Bombay%20High%20Court's%20ruling,t0%20privacy %2 0and%20personal%20dignity.
> last accessed 20 April 2026

34 Information Technology Act, 2000

35 DPDPAedu, ‘Background and Purpose of DPDPA’ (DPDPA Implementation Consultation)
<https://dpdpaedu.org/docs/Overview/Background%20and%20Purpose%200f%20DPDPA/> last accessed 20
April 2026

36 India AI Governance Guidelines, 2025

37 ibid

38 ibid
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security and protection of digital privacy of the person, however, ambiguous definitions,
exclusion of publicly accessible data and the absence of addressing Artificial Intelligence
deploying systems and the emerging risks creates a gap that renders lawful, the scraping of web
and personal data publicly shared for training Al platforms, so long as, it qualifies for research
purposes. The Rules of 2025 explicitly provide that data processing shall be done in a lawful
manner with reasonable security safeguards, however, the ‘reasonable safeguards’ await an
assertive interpretation, in absence of which web scraping remains largely unchecked. As the
sole guide for Al innovations in India, Al Governance Guidelines reiterate the safeguarding of
privacy of data, Odiscourage web scraping and provide consent-based datasets for companies
to train Al platforms. Efforts to protect data have been successful in countries with staunch Al
legislations classifying high risk systems, even against data scraping for purposes did not
consent to*°. In order to safeguard privacy in an Al driven world, Indian regulatory framework
needs to advance from a guideline-based model to compliance-based model for the Al sector
through clear definitions of ‘research purpose’, expanded scope for personal data, stricter opt-
out protocols, and materialise grievance redressal forums for the breach caused by web

scraping and data mining for training Al platforms.
The European Union

The General Data Protection Regulation is a comprehensive framework passed in 2016 and
enforceable since May 25, 2018. The General Data Protection Regulation provides the strictest
and an exhaustive privacy regulation for the processing of personal data in the European Union.
The Statute flows from the European Convention on Human Rights, 1950 that enshrines the
right to privacy. The definition clause under Article 4 of the Regulations extensively defines
and covers the subject matter, that is, personal data related to identifiable natural person or data
subject, restriction of processing, pseudonymisation when personal data is not attributable to
an identified natural person or data subject, and free, specific, informed and unambiguous
consent for data processing. GDPR covers biometric data, genetic data, data concerning health
among other classifications*’. Data protection principles are elaborated under Article 5 which
mandates that processing is lawful, fair, for a legitimate interest, limited to required data, limits
on duration of retention of such data, further, it mandates the demonstration of GDPR

compliances and not merely verbatim statements by the Social Media Enterprises.*! Article 6

39 Historic Al Team, ‘High-Risk AI Systems Under the EU Al Act’ (EU Al Act, 1 August
2024)<https://www.euaiact.com/blog/high-risk-ai-systems-under-the-eu-ai-act> last accessed 20 April 2026
40 United Kingdom General Data Protection Regulation 2016, art 4

41 United Kingdom General Data Protection Regulation 2016, art 5
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enumerates the conditions that legalize processing of personal data only to the extent of
fulfilment of any of the prescribed principles. These principles include consent for specific
purposes, necessary or non-negotiable processing, legal compliances, protection of vital

interests of data subjects and those pursued by third parties.*?

Conditions for consent are exhaustive and elaborate, which highlights the feature of GDPR in
its precision and accuracy to protect data subjects. The conditions under Article 7 imposes
liability on data controller or the social media intermediary to demonstrate and prove that the
consent was provided by the user through a request which distinguishes clearly, in an
intelligible manner and understandable language the need for consent from other matters.
Within the Article, is enumerated the right to withdrawal of consent at any time as opted by the
data subject*® and further the right to erasure under Article 1744, Data protection by design and
by default reflects the robust mechanism, rule of liability upon controllers and mandatory
protection to data subjects under Article 25 of the GDPR. Thereby, it mandates the data
controller to implement appropriate technical measures by default at the time of processing
such data. Further, the Article grants higher protection to children’s data owing to the lack of
substantial understanding of the consequences and it recognizes, acknowledges and protects
the different needs at different stages of development®. Apart from special categories of
personal data under Article 9, GDPR provides for a Data Protection Officer in three cases, as a
public authority performing judicial functions, organization monitoring data on a large scale
and special data categories as listed under Articles 9 and 10. The functions of these Officers
include informing about the Regulation’s compliances to controllers, monitor such
compliances, conduct impact assessments under Article 35*. The penalties include a fine of up
to 8.7 million pounds sterling and 2% of the preceding financial year’s annual turnover under

Article 83%7.

EU AI Act is the leading Al framework in the world for regulations regarding web scraping for
training Al platforms through data available on Social Media Intermediaries. The Act was
formally published in the Official Journal of the European Union on 12 July, 2024*¢, EU Al

Act classifies the risks associated with Artificial Intelligence into 4 degrees of harm,

42 United Kingdom General Data Protection Regulation 2016, art 6
43 United Kingdom General Data Protection Regulation 2016, art 7
44 United Kingdom General Data Protection Regulation 2016, art 17
43 United Kingdom General Data Protection Regulation 2016, art 25
46 United Kingdom General Data Protection Regulation 2016, art 35
47 United Kingdom General Data Protection Regulation 2016, art 83
48 https://artificialintelligenceact.eu/developments/
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unacceptable risk, high, limited and minimal risk. Among these, web scraping for expansion of
facial databases is classified as unacceptable risk, in addition to 7 other counterparts. Article
10 regulates training and tests of data sets in accordance with data governance with particular
guidelines on the collection processes and maintenance of the intended use and no more of the
personal data of the individuals*. The Act prohibits the transfer and use of special categories
of data and mandates a particular retention period for the same. The prohibited Al practices
under Article 5 includes deploying deceptive techniques and exploitation of any vulnerability
or using Al systems for evaluation and classification based on predicted personal and
personality characteristics®’. This ensures that web scraping is kept under check and adequate
measures are taken when Artificial Intelligence in deployed for purposes of web scraping and
otherwise. Together, the EU Al Act and the GDPR provide a strict mechanism that protect user

data from not only web scraping but misuse by Artificial Intelligence.
Peoples’ Republic of China

China has an amalgamation of multilayered framework for protection of their citizen’s data
through the Personal Information Protection Law (PIPL), Cybersecurity Law (CSL), Data
Security Law (DSL), and the Anti- Unfair Competition Law (AUSL). The primary legislation
that regulates the processing of personal information of individuals is Personal Information
Protection Law (hereinafter referred as ‘PIPL’) enacted on 20" August 2021 and came into
effect on 1% November 2021. 3! This law is the heart and soul of protection of personal data of
the Republic of China. The PIPL is divided into 8 chapters. The legislation has various key
prominent features i.e. broad definition of personal information, extra territorial nature,
stringent requirements, informed consent and harsh punitive measures.>? Article 4 of the law
defines personal information and its usage, as any data recorded electronically or in other forms
that relates to identified or identifiable persons, excluding data that has been anonymized. The
processing of personal information includes a broad spectrum of operation such as to store,
use, transfer, publish, processing and erasure of personal information. The processing of
personal information as defined under Article 5, 6, and 7 should be done for fair use and in

permissible limits as set by the law. Processing, selling or transmission of information could

49 Artificial Intelligence Act 2024, art 10

30 Artificial Intelligence Act 2024, art 5

31 DLA Piper, ‘Data Protection Laws in China’ (DLA Piper 13 February 2026)
<https://www.dlapiperdataprotection.com/index.html?c=CN> last accessed on 20 April 2026

>2 Hawksford, ¢ Understanding China’s Personal Information Protection Law (PIPL)’ (Hawksford 5 November
2025) <https://www.hawksford.com/insights-and-guides/china-pipl-compliance-guide> last accessed on 20
April 2026
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only happen through obtaining informed consent of the people, which is enumerated under
article 13, 14, and 15 of the law. The Articles obligate data processors to obtain a prior consent
of the individuals which must be voluntary, free, and informed. The law gives flexibility to
individuals to withdraw their consent in their convenient manner. The PIPL places individuals
at the core of the regulatory framework by granting them substantial control over their personal
information as elaborated under Article 44, 45, and 46 of the law to know about, restrict, refuse,
modify, obtain copies of and most importantly right to erasure of their data. The act places
obligation on the processors as explained under Article 51 and 52 that while processing any
personal information they shall run an impact assessment which shall include type of personal
information being processed, impact on individual’s liberty, and prospective breach of privacy
along with which the data processors shall appoint a Data Protection Officer to supervise the
processing of personal data and ensuring the implementation of data processing safeguards. In
case of non-compliance of the provisions, it imposes severe penalties as given under Article 66
which are imposing fines up to RMB 50 million or 5% of annual turnover, along with
suspension of business or revocation of license, and in exceptional circumstances a criminal
liability might also be imposed.>® The Chinese framework is efficient for regulating personal
data processing within and outside the borders. It has strong enforcement mechanisms

including heavy penalties, regulatory oversight and accountability.
California

The U.S. State assembly of California passed the California Consumer Privacy Act (herein
after referred as ‘CCPA’) in 2018 and came into effect on 1% January 2020 which made
Californiato be the first state of U.S. to have a national legislative act regulating processing of
resident’s personal data. **The CCPA is build and strengthened upon California Privacy Rights
Act, 2020 (hereinafter referred as ‘CPRA’). A new amendment was made in the act by CPRA
which came into effect on 1% January 2023, refers to the inclusion of anew category of personal
information called as sensitive personal information, expansion of rights such as opt- out right,

and establishment of California Consumer Regulatory Agency. °The CCPA established

33 Personal Information Protection Law 2021 (People’s Republic of China)

54 Salar Atrizadeh, ¢ The CCPA Impact Privacy and Cybersecurity Guideline’ ( ISACA 9 March 2020)
https://www.isaca.org/resources/news-and-trends/industry-news/2020/the-ccpa-impact-privacy-
and%20cybersecurity%20guideline?gad source=1&gad campaignid=20381363240&¢gbraid=0AAAAAD A9K
8ktZMSIK gbCKSF4DWt-1L A&gclid=Cj0KCQjw-

pHPBhCdARISAHXYWPOf7plFxOh 1e PIHSPIukKXj26b5im6eaGK2adeY7XuReL3wLsexio0aAqe7EALw wc
> last accessed on 20 April 2026

33 Natasha Piirainen, ‘CCPA vs. CPRA: What’s Different and What’s THE Same?’ (Termly 2 March 2026)
< https://termly.io/resources/articles/ccpa-vs-cpra/ > last accessed on 20 April 2026
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foundational privacy rights, it had certain limitation i.e. to erase a digital footprint of an
individual it required them to contact potentially hundreds of the companies separately. Thus,
to address this, California passed the Delete Act, 2023 which led to the creation of the Data
Broker Requests and Opt-Out Platform (hereinafter referred as ‘DROP’). The DROP enabled
the users to submit a single request with registered data brokers to get their unauthorised data
deleted from their platforms within a time frame of 45 days.>® Personal information is defined
under section 1798.140 of CCPA which defines any information that is capable of being
associated to a particular consumer inclusive of their names, postal addresses, IP address, email
name, citizenship status, religious belief and commercial history. The act provides consumers
with substantive power to control their data, that is the consumers have the right to know,
delete, access, opt out, limit the use of sensitive personal information, and non- discrimination
as elaborated under section 1798.100, 1798.105, 1798.110, 1798, 115, 1798.120, and 1798.125.
The act puts an obligation on business platforms to implement reasonable security measures to
protect unauthorized access of the personal data of consumers, business platforms must update
their privacy policy after every 12 months, the platforms that indulge in selling or sharing of
information must inform the consumers beforehand and must comply with any request of data
erasure, furthermore the data processors are mandated to run an risk assessment before
involving in high risk data processing activities including selling, transmission or to train Al
bots as enumerated under section 1798.100, 1798.130, 1798.135, and 1798. 185. As defined
under section 1798.120 the business platforms under CCPA shall not process any information
of someone who is less than 16 years of age. The consent mechanism of the act primarily
follows an opt out model, however in the case of minors the act has difference stance i.e. to
obtain consent of minors through opt in model which is considered to be stringent and strict.
In case of non- compliance with the afore mentioned provisions, it imposes hefty fines up to
$2500 per unintentional breach and $7500 per intentional data breach.’’” The California
framework is a landmark, well- articulated user centric law giving millions of consumers the

meaningful autonomy over their publicly accessible data
OBSERVATIONS

The data protection policies of different jurisdictions work on similar lines yet create varied

responsibilities for data intermediaries. Such distinctions promote stricter compliance to

36 Tan Phippe, ¢ The Delete Act and DROP: What You Need to Know’ ( DataGrail 17 November 2025)
https://www.datagrail.io/blog/re gulations/the -delete-act-and-drop-what-you-need-to-know/ > last accessed on 20
April 2026

37 California Consumer Privacy Act 2020 (California)
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safeguard user data. Ultimately, the Social Media Intermediaries amend and update their
privacy policies to comply with jurisdictional safeguards and prevent penalization. Such

updates were observed in four major intermediaries, X, Meta, Reddit and LinkedIn.

At X, its approach to privacy is to move beyond particular compliances with user-centric
privacy program. X recognizes and monitors safeguards of the GDPR and the CCPA and

evolves its policies accordingly, as mentioned in annexures 1.1 and 1.2.
x GDPR FAQ Processor DPA Controller-to-Controller Transfers Our service partners Conversion APl DPA

X’s approach to privacy:

Protecting and defending user privacy is at the heart of our work. From protecting user anonymity, to offering meaningful
privacy and security controls, and being committed to transparency, our foundational principles are built into X's core
DNA.

Our approach to privacy compliance is broader than simply complying with the terms of the GDPR, the UK GDPR, the
CCPA and the array of other data protection laws and regulations that apply to our global business. Rather, we think about
how our work can benefit as many of our users as possible and work towards legal compliance in a way that strengthens
our comprehensive data security and privacy program, and supports the evolution of our principles and overarching
mission as a company.

We want to help people understand how we work to give them the transparency and tools they need to have meaningful
controls over what data we collect about them, how it is used, and when it is shared.

Our teams are consistently working behind the scenes to understand new legal requirements and user expectations to
ensure X is prepared to meet the commitments we made to our users and to provide an industry-leading level of
transparency and user control. You will continue to see us make updates across our core product, terms, policies, user
functionality and operations to keep these commitments to the people who rely on us to engage in the public

Annexure 1.1- X’s approach to privacy>®

X GDPR FAQ Processor DPA Controller-to-Controller Transfers Our service partners Conversion APl DPA

GDPR and the UK GDPR

The General Data Protection Regulation (GDPR) has been in effect since 2018 but it built upon, standardized and
modernized the European Union (EU)’s existing comprehensive approach to data privacy and protection.

Since 2021, the United Kingdom (UK) is no longer part of the EU, but has adopted the UK General Data Protection
Regulation (UK GDPR), which is similar to the GDPR. Both specifically address the export of personal data of their citizens
outside their relative jurisdictions and set clear guidelines for companies who operate between their jurisdictions and other
global markets with different legal structures.

California and other US State Privacy Laws

In 2020, California was the first of a series of US States passing comprehensive state privacy legislation. With the
California Consumer Privacy Act of 2018 (CCPA), Californians were granted individual (GDPR-like) privacy rights. A number
of US States have since followed suit, creating a patchwork of different privacy regimes across the country. We continue to
monitor this rapidly evolving space and nuances brought by these different pieces of legislation to make sure our products
and services keep meeting what is expected and required of us.

38 ‘Welcome to X’s Privacy Hub’ (X GDPR) <https://gdpr.x.com/en.html> last accessed 20 April 2026
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Annexure 1.2- X’s compliance with GDPR and US State privacy laws>’

Secondly, Meta requires advertisers to specifically comply with GDPR directions and further
require seeking and validating affirmative consent as under Article 7 of GDPR (Annexure 2.1).
Further, Meta’s policy explicitly declares its compliance with State specific laws like CCPA,
evident from its staunch policy of not sharing personal information (Annexure 2.2). Further,
United States Regional Privacy Notice for United States’ residents is a right based document

empowering its user base to exercise the US Privacy Laws (Annexure 2.3).

oQ Meta Docs w Tools w Support Q. Search...

On This Page

weta il General Data Protection Regulation

Get Started
The General Data Protection Regulation (GDPR) creates consistent data protection rules across Europe. It applies to

Guides companies (regardless of where they are based) who process personal data about individuals in the EU.

Track Multiple

Events

While many of the principles build on current EU data protection rules, the GDPR has a wider scope, more prescriptive
Advanced

standards and substantial fines. For example, it requires a higher standard of consent for using some types of data and
Advan_ced broadens individuals' rights with respect to accessing and porting their data
Matching
Custom
Audiences Businesses who advertise with the Facebook companies can continue to use Facebook platforms and solutions in the

Tagging SPAs same way they do today. Each company is responsible for ensuring their own compliance with the GDPR, just as they
are responsible for compliance with the laws that apply to them today.
Terms and

Policies

Cookie Consent

General Data
Protection

Regulation Businesses may want to implement code that creates a banner and requires affirmative consent (for example, an "I

Ea‘a R agree” checkbox at the top of the page) to use the Pixel. If you already have a system in place that addresses this need,
ini
Orsgc?:z ’og’ such as a tag manager, you can make this code optional.
US Users
Support Use the following API to pause sending Pixel fires to Facebook, and once cockie consent is granted, send Pixel fires to
N . . . 60
Annexure 2.1- Meta’s compliances in accordance with GDPR
Q) Meta Al glasses Meta Quest Apps and games Explore Meta Support

Legalhome > United States Regional Privacy Notice

To provide the products or features offered by Meta ("Meta Company Products"), we process information
about you, including Personal Information, whether or not you have an account or are logged in. The best
way to learn about the types of information we collect and how we use them is to review the Meta Privacy
Policy and the privacy policies of our other products.

Subject to the limitations that we describe in our Privacy Policy and applicable supplemental privacy
policies, we may disclose your Personal Information for business purposes with strict restrictions on how
our partners can use and disclose the data that we provide. We may also disclose it at your direction or in
other ways that are in accordance with the US Privacy Laws. We don't "share" your Personal Information,
as defined in the California Consumer Privacy Act ("CCPA"). We also do not sell any of your Personal
Information, and we never will.

The information we collect, use and disclose about you will vary depending on how you interact with Meta
and our products. For the products covered by this Notice, here's a summary of:

e The categories of Personal Information we may have collected about you over the past 12 months
* How we may use your Personal Information
* To whom we may have disclosed that information

%9 ibid
60 ‘General Data Protection Regulation’ (Meta) https://developers.facebook.com/docs/meta-
pixel/implementation/gdpr/> last accessed 20 April 2026
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Annexure 2.2- Meta’s guidelines in relation to the CCPA®!

QW Meta

Meta Quest Apps and games Explore Meta Support

Legalhome > United States Regional Privacy Notice

About this Notice

This United States Regional Privacy Notice ("Notice") is for people living in the United States and
supplements the following privacy policies:

* Supplemental Facebook View Privacy Policy,

This Notice explains how we, Meta, collect, use and disclose your Personal Information. It also describes
how to exercise your rights under various US privacy laws, collectively the "US Privacy Laws".

When we say "Personal Information” in this Notice, we mean information that identifies, relates to,
describes, is reasonably capable of being associated with or could reasonably be linked with you, directly
or indirectly. Personal Information does not include information that cannot be reasonably linked to you.
When data is de-identified (as defined by the US Privacy Laws), we maintain it in deidentified form and do
not attempt to reidentify the information.

Annexure 2.3- Meta’s policy regarding the US Privacy Laws®?

Moving further, Reddit does not sell or share personal data and provides an opt out model in

accordance with jurisdictional safeguards. It explicitly follows requirements of the California

Consumer Privacy Act and provides users with the necessary information. It has provided a list

of information collected to ensure a transparent mechanism of data scraping and data retention,

which further aligns with the compliance of local laws and data protection guidelines

(Annexure 3.1). Reddit also informs the users of its GDPR representative for operating in the

European Economic Area (Annexure 3.2).

61 ¢ United States Regional Privacy Notice’ (Meta, 1 January 2025) https://www.meta.com/in/legal/united-
states/?srsltid=AfmBOookwbyQoHGTK7XBWZca rsiryKL5 xfotkTCpZFFJzXe3wS6KH2> last accessed 20

April 2026
62 ibid
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Additional Information for California & Other US State Users

Some US state laws, including the California Consumer Privacy Act (“CCPA"), as amended, require us to provide residents with
some additional information and rights, which we address in this section.

In the last 12 months, we collected the following categories of personal information from residents, depending on the Services
used:

¢ |dentifiers and account information, like your Reddit username, email address, phone number, IP address, and cookie
information.

Commercial information, including information about transactions you undertake with us.

Internet or other electronic network activity information, such as information about your activity on our Services and limited
information about your activity on the services of advertisers who use our advertising technology.

Geolocation information based on your IP address.

Your messages with other users (for example, private messages, private chats, and modmail).

Audiovisual information in pictures, audio, or video content submitted to Reddit.

Professional or employment-related information or demographic information, but only if you explicitly provide it to us, such
as by filling out a survey.

Inferences we make based on other collected data, for purposes such as recommending content, advertising, and analytics.

You can find more information about (a) what we collect and sources of that information in the “What Information We Collect”
section of this notice, (b) the business and commercial purposes for collecting that information in the “How We Use Your
Information” section, and (c) the categories of third parties with whom we share that information and the purpose for sharing
that information in the "How We Share Your Information” section.

Annexure 3.1- Reddit’s information for California®?
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Additional Information for EEA, Swiss, and UK Users

If you live in the European Economic Area ("EEA") or Switzerland, Reddit Netherlands B.V. is the controller of infermation
processed in connection with the Reddit platform and this policy. If you live in the United Kingdom ("UK"), Reddit, Inc., is the data
controller and Reddit UK Limited is Reddit's UK GDPR Article 27 Representative.

Users in the EEA, Switzerland, and UK have the right to request access to, rectification of, or erasure of their personal data; to
data portability in certain circumstances; to request restriction of processing; to object to processing; and to withdraw consent
for pracessing where they have previously provided consent. These rights can be exercised as described in the “Your Rights and
Choices” section above. EEA and Swiss users also have the right to lodge a complaint with their local supervisory authority.

As required by applicable law, we collect and process information about individuals in the EEA, Switzerland, and UK only where
we have a legal basis for doing so. Our legal bases depend on the Services you use and how you use them. We process your
information where:

It is necessary to fulfill our contract with you, including

to provide, operate, and improve the Services, provide customer support, personalize features and to protect the safety and
security of the Services;

It satisfies a legitimate interest (which is not overridden by your data protection interests), such as preventing fraud,
ensuring network and information security, enforcing our rules and policies, protecting our legal rights and interests,
research and development, personalizing the Services, and marketing and promoting the Services;

You have consented for us to do so for a specific purpose; or

We need to process your information to comply with our legal obligations.

Annexure 3.2- Reddit’s information for UK%*

63 ‘Reddit Privacy Policy’ (Reddit) https://www.reddit.com/en-us/policies/privacy-policy#policy-h2-10> last
accessed 20 April 2026

4 ibid
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LinkedIn’s policy as updated 9 months ago, reflects its efforts to bring its platform in
compliance with the GDPR protocols with specific regulations as the data transfer, right to
erasure of data and addressing grievances (Annexure 4.1). Further, the policy revised on
February 23, 2026 informs to its users, the platform’s compliance with the CCPA rules
providing elaborate methods of outing out, rights of users and the personal information

collected for the purposes (Annexure 4.2).

m Help Learning ¥ How can we help?

Last updated: 9 months ago

GDPR is a comprehensive European data protection law that provides greater data rights for individuals, including Tagged in

Linkedin members. As always, we take a members-first approach in the way we build products and work with our

partners and customers. We've been working to bring our products and services into compliance with the GDPR and

have updated our customer agreements to reflect GDPR requirements. The following features are examples available for

LinkedIn Learning Solutions products:

Contact Learning support

Export of data: As a customer, you can export your enterprise data at the individual seat- holder or the
contract level. The export process does not delete data. You need to file a separate request for data deletion
as described below.

Chat with support

Online now

Start Chat

Deletion of data: Deletion of relevant user data is available for entire contracts or on a by-seat basis. Users
on a group contract must submit their deletion of data request to their master administrator, who can then
communicate the request to Linkedin.

Requests from learners and administrators: Master administrators are able to request export or deletion of
personal data for their users via the request process addressed below. Users on a group contract must submit
their deletion or export requests of data to their master administrator, who can then communicate the
request to LinkedIn as described in the below FAQ.

Please review the following frequently-asked questions to learn more about LinkedIn Learning and your data.

Annexure 4.1- LinkedIn’s FAQ in reference with GDPR®’

65 ‘Learning FAQ: General Data Protection Regulation (GDPR) and Learning’ (LinkedIn)
<https://www.linkedin.com/help/learning/answer/a700860> last accessed 20 April 2026
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Linked [}

User Agreement ¥ Privacy Policy Professional Community Policies Cookie Policy Copyright Policy Regional Info ¥

“related companies” among the partners who may provide personal data that we collect.

Last revised February 23, 2026

This notice describes the rights of Californians under the California Consumer Privacy Act of 2018, which
was amended by the California Privacy Rights Act of 2020 (together, “CCPA"). The CCPA requires
businesses like us to provide certain information to California consumers. We fully describe our practices
to all our members and visitors in our Privacy Policy, but use this separate notice to ensure that we meet
the CCPA’s requirements. This notice contains the following four parts:

e You Can Opt Out of Our Sharing Your Personal Information. We Do Not Sell Your Personal
Information.

e Your CCPA Rights

The CCPA Categories of Personal Information We Collect and the Sources

e The CCPA Categories of Personal Information We Disclose for a "Business Purpose”

Annexure 4.2- LinkedIn’s policy vis-a-vis CCPAS®

Through these policies and compliances of Social Media Intermediaries with State-specific
laws, it is inferred that with effective measure of penalisation and official overlook, breaches
of data protection can be checked. Recently, major Social Media intermediaries have updated
their policies of privacy and web scraping to ensure that any legal liability is not incurred while
their data scraping mechanisms remain robust, legitimate and secure. Such obligations have
been fulfilled inthe EU and California in addition to other states however, India lacks a robust
mechanism like that of EU, California and Peoples’ Republic of China. The General Data
Protection Regulation of the European Union, Personal Information Protection Law (PIPL) of
People’s Republic of China and the California Consumer Privacy Act (CCPA) of the United
States together represent three of the most exhaustive data protection frameworks in the world.
PIPL stands out from other laws because of its unique features such as extra territorial
applicability, mandatory appointment of Data Protection Officers, stringent impact assessment,
and severe penalties including criminal liability, placing individuals consent and autonomy at
its core. The key provisions of the GDPR are age specific provisions, liability of controllers
with respect to demonstration of consent and compliance, impact assessments and Data
Protection Officers. The CCPA, on the other hand provides for a more consumer centric

protective measure through its broad definition of personal information, the Delete Act and

66 ¢ California Consumer Privacy Act Notice for California Consumers’(LinkedlIn)
https://www.linkedin.com/legal/california-privacy-disclosure> last accessed 20 April 2026
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DROP platform for streamlined data deletion, stricter proactive measures for minor’s data
through opt in consent model, and the establishment of a dedicated California Consumer

Regulatory Agency for enforcement.

The Digital Personal Data Protection Act of 2023 of India is currently only partly enforced,
restricted in scope, passe in compatibility with international frameworks and not equally
complied with by the intermediaries due to absence of strict compliance mechanisms. The web
scraping methods and the increasing need for datasets call for major reforms in the Digital
Personal Data Protection Act, 2023 with a stricter enforcement of IndiaAl Guidelines to keep
a check on scraping of personal data both publicly available and unavailable. Therefore, the
above models of the PIPL, GDPR and CCPA provide robust and efficient methods and
regulations that the DPDP Act can enumerate for a more effective, exhaustive and efficient data

protection safeguards.
CONCLUSION

The research demonstrates that the web scraping practices are prevalent among intermediaries
like X, Meta and Reddit. The platforms collect and utilize vast datasets that intercept posted
content, encrypted conversations, saved drafts and location and camera access. The same is
utilized for development and research purposes with cases of licensing users’ personal
information to third party advertisers as well. Their policies of data retention intervene the data
protection rights and rights to digital autonomy and informational privacy of users. Moreover,
the data collected for training Al purposes ranges from non-personal to sensitive and is
vulnerable to be permanent stored in such programmes. The study confirms that these policies
operate differently in different jurisdictions in accordance with local Data Protection
Safeguards with explicit protection and exemptions provided to residents of the European
Union and California. Peoples’ Republic of China provides another efficient statutory
safeguard under the Personal Information Protection Law with protocols including impact
assessments, criminal liability and extraterritorial nature. Such protocols effectively protect the
users’ data. On the other hand, India’s Digital Personal Data Protection Act, 2023 is limited in
scope for the exclusion of publicly available data, part enforceability and restrictions in content
removal because of stringent prior consent requirements. Therefore, the paper has highlighted
key provisions such as extraterritoriality, appropriate penalties, both punitive and criminal, and
added liability of data processors, of GDPR, CCPA and PIPL that can be effectively included
and practiced within the DPDP Act, 2023 in addition to the Information Technology Act, 2000.
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